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US midterms
Biden awaits

A jogger passes the Capitol building in
‘Wwashington yesterday as Americans
flocked to the polls to vote in midterm
elections that stand to reshape jJoe
Biden’s presidency after his nearly two
years in office.

According to the final polling aver-
ages, Republicans are expected to win
enough seats in the House of Represent-
atives to regain control of the lower
chamber of Congress, which they will
use to stymie Biden's agenda and launch

nto

But the bal of power in the
will depend on the outcome of a handful
of races — such as Pennsylvania, Nevada
and Georgia — that were neck-and-neck
inthelast stretch of the campaign.

Biden and predecessor Donald
Trump have signalled they want to run
again for presidentin2024, but the mid-
term results could affect their decisions.
For election results ft.com/midferms
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Binance to rescue cryptorival FTX as
withdrawals trigger ‘liquidity crunch’

@ Deal ends spat between camps @ Zhao left to dominate sector @ Blow to Bankman-Fried reputation

JOSHUA OLIVER, SCOTT CHIPOLINA
AND NIKOU ASGARI — LONDON

Binance has agreed to buy rival crypto-
currency exchange FTX after a surge in
customer withdrawals triggered a
liquidity crisis at Sam Bankman-Fried’s
company.

Binance chief executive Changpeng
“Cz” zhao wrote on Twitter that FTX
had “asked for our help”, adding: “There
isasignificant liquidity crunch.”

Binance has signed a letter of intent to
buy FTX but said it had “the discretion
to pull out from the deal at any time”,

FTX hit a valuation of $32bn at the
start of this year, with blue-chip inves-
tors including BlackRock, Canada’s
oOntario Teachers’ Pension Plan and
SoftBank backing the company.

The deal with Binance ends an explo-

sive and very public row between
Bankman-Fried and Zhao — two of the
most powerful figures in the crypto
industry — and will combine two of the
world's biggest crypto exchanges.

FTX’s troubles accelerated over the
weekend when Binance said it intended
to offload its holdings of FTX’s token
FTT, citing concern over the exchange’s
financial stabili ding the tok

day, sayinga “competitor is trying to go
after us with false rumours”. He added
"hewould “love it” if he could work with
Zhao “together for the ecosystem”.

The FTX chief also tried to calm mar-
kets by saying: “FTX is fine. Assets are
fine.” But yesterday he tweeted: “CZhas
done, and will continue to do, an incred-
ible job of building out the global crypto

plunging in price.
Bankman-Fried responded on Mon-

“Zhao's view of the world
will matter alot more, in
terms of how he wants to
interact with regulators’

and creating a freer eco-
‘nomic world.” FTX confirmed the deal;
the two companies did not immediately
disclose theterms.

If completed, the deal will leave
Binance as the largest platform in
cryptotrading.

“This elevates Zhao as the most pow-
erful player in crypto”, said Ilan Solot,
«co-head of digital assets at Marex Solu-
tions. “Zhao’s view of the world will mat-

ter alotmore, in terms of how he wants
to interact with regulators and policy-
makers . . . the weight of his views will
‘e much more powerful.”

The crypto industry has struggled
over the past year, particularly since the
failure of the terra and luna tokens in
May. The price of flagship tokens bitcoin
and ether plunged and several big com-
panies have collapsed, including lender
Celsius Network and hedge fund Three
Arrows Capital.

The rescue deal is also a significant
setback for Bankman-Fried, who has
long been viewed as a relatively stable
and ambitious figure in the often shaky
world of crypto.

In the wake of this year’s crypto mar-
ket collapse, he earned a reputation as
an industry saviour after aiding failing

companies. In June, the FTX chief
announced a $250mn loan to ailing
cryptolender BlockFi.

The loan followed further assistance
for crypto broker Voyager Digital, which
was rescued by an FTX loan worth
about $485mn in cash and bitcoin.

But Bankman-Fried’s ambitions also
extended to traditional markets: his
exchange sought to shake up trading of
‘Wall Street futures and equities mar-
kets, buying a stake in Robinhood, the
retail broker.

In 2021, FTX signed a 19-year deal to
rename the Miami Heat Arena as the
FTX Arena. The same year, Bankman-
Fried said buying Goldman Sachs was
“notout of the question atall”.

Coinbase censured page &
HK to seize crypto crown page 10

» TikTok overhauls Us
operation as ads slow

The video platform has shaken
up its structure in its biggest
market as it responds to a slowing
economy and a bleak outlook for
digital advertising.— PAGE 6

» EU rethinks fiscal rules
Brussels has proposed a shake-up
of fiscal regulations under which
countries face a bigger threat of
fines and censure if they are
found in breach.— pace 2

» Usmanov spurs UBS raid
German police have raided the
Swiss bank’s offices in connection
with a dirty money probe into
billionaire Alisher Usmanov.

— PAGE 3; SNAP DECISION, PAGE &

» PwC breakaway in Cyprus
Agroup of partners has launched
a split-off firm to take on work
from Russia-linked clients that
the Big Four accountant will no
longer touch.— pace 8

» ECB firm on rate rises
Central bank policymakers have
pushed back against politicians’
criticism of its tightening of
monetary policy, saying they
expect further rate rises.— PAGE 2

» Erdogan presses Sweden
Turkey’s president has said
Sweden must do more to coax
him to drop opposition to its bid
to join Nato, including deporting
asylum seekers.— paGE &

Globalisation retreats
Trade openness index

Industrialisation
terwar era
ostwar rebound
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Global frade openness — the ratio of
imports and exports to world GDP — is
in retreat. China and the US seek greater
technological self-sufficiency. Covid-19
and Russia’s war in Ukraine have added
momentum to globalisation's pullback
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Germany set to block chip plant sale to
China group after Scholz’s Beijing visit

GUY CHAZAN — STUTTGART
SAM JONES — BERLIN
YUAN YANG — LONDON

Germany’s economy minister is look-

ing at ways to tighten restrictions on
pean i S th

try’s critical infrastructure as Berlin

moved to block the sale of a chip fac-

tory toa Chinese-owned company.

The German government is expected to

with China but needed to view invest-
ments in “critical sectors” such as semi-
conductors “with particular sensitivity
. .. That means that we should assume
that Chinese investments [in such sec-
tors] have higher hurdles to clear, and
thatgoes for Elmos.”

Berlin’s move follows steps by the US
in October tointroduce chip export con-
trolstomakeitharder for China to man-
ufacture advanced semiconductors.

istry must already approve all acquisi-
tions of stakes larger than 10 per cent by
non-EU entities in companies involved
indefence or critical infrastructure.

Elmos said the ministry had told it
yesterday that “the sale of Elmos wafer
production to Silex Microsystems is
expected tobebanned”.

Silex, a Swedish subsidiary of China’s
Sai Microelectronics, did not respond to
arequest for comment. Management at

Australia | formally bar the sale of Dortmund- Habeck said Germany shouldhavean  both companies were caught off-guard
China RMBE30 | based Elmos’s semicond plantto interestin i paniesinvolved by the decision. Elmossaid the economy
HongKang HKs33 | Cchina-owned Silex Microsystems fol-  in the state’s critical infrastructure —  ministry had until yesterday told it the
India Rup220 | Jowing a cabinet meetingtoday. including ports, telecoms, energy and ion “was likely to be approved”.
Indonesia Rp45000 The ban comes just days after Olaf  the health sector — “remained as far as Scholz has just returned from the first
Japan ¥E50Gnc D) | gcholz made his first visit as chancell possiblei: hands”. visit to Beijing by a European leader
:"“a - ;V':“msg to Beijing and highlights rising concern Habeck, asenior figureintheGerman  since the pandemic. He said before his
Pr‘:' ey || i the security of western semicon-  Green party, said his ministry was trip that Germany needed to reduce
P:i;[u:es ';::1 = ductor technol d ly chains. “some way off” from draftinglaws that ~ “risky” and “one-sided” dependencies
S SEEA0GCGSTY Robert Habeck, economy minister, would further tighten rules covering onChinaby diversifying supply chains.
T Nreo | Said Germany should nurture relations  Chinese investment. The economymin-  Apple’s China trade-off page 9
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Brussels sets out plan to overhaul fiscal rules

Member states likely to
face greater threat of fines
for budgetary violations

SAM FLEMING — BRUSSELS

EU governments that violate the bloc’s
fiscal rules face an increased threat of
fines and having to explain themselves
in parliamentary hearings, according to
a proposed overhaul of the regime from
the European Commission.

Under the blueprint to be set out
today, member states would be able to
agree more reallstlc debt reduction
pathswn:h h thill

countries that face “substantial” public
debt challenges, according to the draft
communication.

The commission wants to settle ona
new approach before full enforcement
of the stability and growth pact, which
sets the union’s fiscal rules, resumes in
2024, following a suspension in 2020 in
the early weeks of the pandemic. It
comes as member states face mounting
budgetary pressure and the risk of a
recession triggered by the energy crisis.

The draft communication, seen by the

Parliament, the document argued. The
key thrust of the rules would be to give
member states greater ownership of
their debt reduction plans, which would
be agreed with the commission and
signed off by the council of ministers.

fines for breaches of the rules would be
lowered, meaning they would be more
likely to be used than under the current
framework. “Reputational” sanctions
would be enhanced, including a require-
ment on ministers to expllm how thev
intended to adds ficits at

commitments to public investment and
reform, with the plans agreed between
the commission and member state and
signed off by the council.

Countries would need to stick to
annual ceilingsimposed on net pnmary

‘The reform should tackle
the prevailing challenges
and contribute to making
FEurope more resilient’

Financial Times, ‘statesto

reach “swift agreement” on revising the

EU’s budget rules, which are seen as
lex and poorly enforced.

ing extra space for public investment.
At the same time, would

T]mruugh refnrm was needed

be tightened, with a stricter regime for

change agreed
lmtween the mlmcll and the European

Once agreed, member states would be
under increased pressure to deliver on
their commitments, and would face a
more realistic threat of sanctions if they
failed to doso.

ahearing of the. Eu.ropeanParhamenL

The new rules would scrap a require-

ment that heavily indebted member
heir debt-t

tic product ratio each year by at least

one-twentieth of the difference between

the current level and the EU’s 60 per

centtarget.

Instead, the commission would set out
afour-year plan for an EU member state
to put its public debt burden on a credi-
ble, downward trajectory. Any deadline

public diture or face p

Sanction procedures would be more
automatic for countries with more vul-
nerable public finances. EU funding
could be withheld if countries failed to
cure their excessive deficits.

“The reformed framework should
tackle the prevailing challenges and
contribute to making Europe more
resilient, by allowing for sustaining stra-
tegic investment for years to come and
by reducing high public debt ratiosina
realistic, gradual and sustamed man-

As part of the changes,

would need to beji d by

ner;” the draft said

EU. Grants and loans

Spain rejects criticism of recovery fund spending

Madrid accused of being too

slow to repair economic
damage caused by Covid-19

BARNEY JOPSON — MADRID

Spain has brushed off corporate con-
cerns about its management of billions
of euros of EU recovery funds, insisting
that it has reached “cruising speed” in
developing investment plans and would
meet strict audit standards to secure its
nextbatch of money.

The country was the first to receive a
payment from the EU’s pandemic
recovery funds last year and is due to
receive a total of €140bn, making it the
bloc’s second biggest recipient after
Italy. But Spain’s experience has been
rocky, highlighting the uphill task coun-
tries face in managing the €£800bn pro-
gramme, which aims to repair damage
inflicted by Covid-19 and make econo-
mies greener.

In recent weeks Spain’s Socialist-led
government has faced dissatisfied busi-
ness partners — including Volkswagen,
anally on electric vehicle projects — and
questions over the pace and transpar-
ency of fund distribution.

But Nadia Calvifio, Spain’s deputy
prime minister and economy minister,
insisted that its plans were on track and
dismissed complaints that funds were
being doled out too slowly.

“We have reached cruising speed.
There are calls and tenders for projects
being opened by the public sector ata
rhythm of around €2bn a month,” she
said in an interview. “with the recovery
plan, the aim is not to be very fast, but
rather to have a constant rhythm that
maintains strong investment in the
comingyears”

The so-called Next Generation EU
funds, comprising about €70bn in non-
refundable grants and €70bn in loans
for Spain, are being directed to projects
ranging from residential solar panels to
online stores for small businesses.

The European Commission said: “The
implementation of the Spanish plan is
currently in line with the agreed timeta-
ble, laid out in the [decision] approving
the plan.”

But some business executives accuse
Spain of blurring the picture with its fig-
ures, arguing that the pace at which it
opens tenders for project bids — the

the

Money talks: metric highlighted by the minister —is
Nadia Calvifio, not the best gauge of performance or
Spain’s economy  economicimpact.

minister and The Circulo de Empresarios, one of
deputy PM, ata Spain’s biggest business lobbies, instead
Madrid meeting  highlights actual payments to the
last week with regional and local governments and

Hahn, ies that will be spendi

EU budgetary funds on approved projects. That metric
commissioner shows that only 22.3 per cent of the
e €28.4bn in EU grants that Spain had

budgeted to use this year had been paid
out by the end of September, according
to data from the general comptroller of
the state administration.

“The general feeling in the private
sector is that we are seeing poor man-
agement,” said Manuel Pérez-sala
Gozalo, chair of Circulo de Empresarios.
“Everything is delayed, there is a lot of
bureaucracy, thereis little clarity.”

Last month, the finance ministry offi-
cial running the recovery funds pro-
gramme, Rocio Frutos, left her post for

with experience of managing funds.”

Rodrigo Ogea, co-managing partner
in Spain of law firm Baker McKenzie,
said Madrid should have outsourced the
handling of fund applications. “The cen-
tral government has to roll out a huge
amount of money in a short period of
time and doesn’t have the operating
capacitytodoit,” he said.

The government has also been shaken
by uncertainty over one of its landmark
projects — an initiative led by Volks-
wagen-owned Seat to build a new car
battery plant in Valencia and upgrade
twofactories to make electric vehicles.

Last week, Wayne Griffiths, Seat chief
executive, said the public money on
offer was “not sufficient”, even after the
government increased the sum to
€397mn of grants and loans. He said the
company was “looking for solutions” to
ensure the project went ahead. Calvifio
declined to comment on the company,
but said she would “strongly confirm

“personal reasons”. Highlighting one
bottleneck, an official at another minis-
try administering some of the money
said: “We just don’t have enough people

the i of the Spanish govern-

ment to accompany and support the

necessary investment” in technology.
Spain has already received €31bn of

‘The aimis
nottobe
very fast,
but rather
to have
aconstant
rhythm that
maintains
strong
investment’

Nadia Calvifio

the recovery fund grants it is due from
Brussels. Countries get the money by
completing a series of structural
reforms, such as Spain’s new labour law
approved earlier this year.

Calvifio said she had been “finalising
the details” for Spain’s application for
thenext €6bn tranche.

One condition has been in the spot-
light: Spain’s need to finish settingup a
new audit system tomonitor targetsand
payments.

ECB toresist
‘dovish pivot’
onraterises
despite risk of
weaker growth

MARTIN ARNOLD — FRANKFURT

Senior European Central Bank policy-
makers have said they expect interest
rates to rise beyond the point at which
they constrain demand and weaken
growth to bring down inflation, rebuff-
ing criticism from eurozone politicians.
of moves to tighten monetary policy.
The comments from several members
of the ECB’s rate-setting governing
council resisted the idea it could do a
“dovish pivot” and stop raising rates
soon, echoing a similar message from
the US Federal Reserve last week.

German central bank boss Joachim
Nagel said yesterday he would do all he
could to ensure that the ECB would
“press ahead with monetary policy nor-
malisation with determination, even if
our measures dampen economic

”. By normalising policies, cen-
tral banks aim to reach a point whereby
they are neither stimulating nor
restraininggrowth.

“Inasituation where monetary policy
lags behind the curve, the macroeco-
nomic costs would be significantly
higher,” said Nagel, predicting German
inflation, which reached a 70-year high
of 11.6 per cent in October, would
remain above 7 per cent next year.

ECB vice-president Luis de Guindos
said tackling inflation required rates to
keep rising to tighten financing condi-
tions. The ECB has increased its deposit
rate from minus 0.5 per cent to 1.5 per
cent in the past four months and is
expected to announce another rise to at
least 2 per cent at its next meeting in
December.

“It will reduce aggregate demand,
both consumption and investment,” de
Guindos told the Politico website yester-
day. “But it’s the only possible way for-
ward that we have because doing noth-
ing would be much worse.”

Next month’s decision will hinge on
whether inflation continues to set new
eurozone records after reaching 10.7 per
cent in October, far above the ECB’s
2 per cent target.

However, European politicians have
started warning the ECE not to go too far
on raising rates. Last month, Italy’s
prime minister, Giorgia Meloni, said
that tighter monetary policy was “con-
sidered by many to be a rash choice”,
while French president Emmanuel
Macron warned he worried about cen-
tral banks “smashing demand” to tackle
inflation. Also last month, the ECB said
“substantial progress” had been made
in “withdrawing monetary policy
accommodation”. The move to with-
draw some policies that stimulate
growth has led some investors to bet it

would soon stop raterises.
Monika Hohlmeier, the conservative But recent data have shown eurozone
Parli ’s | inflationand growthto b than

chair of the P
budget control committee, has criti-
cised both Spain and the European
Commission for opacity. “What we
ask is where did the money actually go?
For what measures did Spain spend the
money?” she told a hearinglast month.
Calvifio said Spain was engaged in
“very intense work” with the commis-
sion to ensure that its financial controls
met the highest standards. “The com-
mission is extremely demanding, as it
should be;” she said. “Whatever country
you talk to they’re gnmgm Le]l you the

expected. In the latest sign of resilience,
the volume of retail salesin the blocrose
0.4 per cent in September from the pre-
wvious month, leaving them down 0.6 per
cent from ayear ago.

ECB president Christine Lagarde said
last week that a “mild recession” in the
eurozone would not be enough to “tame
inflation” on its own. A recession was
not yet her baseline scenario for the 19-
country bloc, she said, but if it hap-
pened, it would not be sufficient for the
ECB to “just letitroll out” to bringinfla-

same. This isnot sp p

tion down toits2 per cent target.
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MARY MCDOUGALL — LONDON

The EU will resurrect talks on a digital
serviceslevyifaglobal deal on the taxa-
tion of corporate giants fails, a senior
European policymaker has warned.

Zbynék stanjura, the finance minister
of the Czech Republic, which holds the
rotating EU presidency, said a number

Af rmnmhor otatne fanead tha 110 wmld

will go back to talks about digital tax.”

Last year 136 countries backed a two-
pronged deal that aimsto address public
anger over multinationals not paying
enough tax. The first pillar of reforms
would force the largest companies to
reallocate a share of profits to where
they do business, ensuring they paid a
fairer share of tax. The second pillar cre-
ates a minimum effective corporate tax

wtn amsdonmnd ot 1E mam aant

Any revival by the EU of unilateral
plans to tax digital giants would spark
US trade tension, ata time when the two
economies. are already spamng overthe

EU warns of reviving digital levy talks if global tax deal fails

SAM FLEMING — BRUSSELS.

He added that if new digital services
taxes were imposed by the EU or other
countries, the US would probably bring
legal action if the new t:axes unfairly tar-

US's proposed gr

Peter Barnes, a tax specialist at Wash-
ington law firm Caplin & Drysdale, said
it was highly unlikely the US would
implement the first pillar by the middle
of nextyear irrespective of how the mid-

T

geted Ameri

As Czech finance minister, Stanjura
helps oversee the council of the EU’s
economic agenda during the country’s
si.x—mnnﬂlpmsidency of the bloc, which
ends in December. “I'm not confident

ST A N g S——)
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not implement the global accord agreed
last year, which would force the world’s
100 biggest multinationals to declare
profits and pay more tax in the coun-
tries where they do business.

1In such an eventuality, EU govern-
ments would return to shelved talks to
implement a digital services tax, Stan-
jura predicted in an interview, arguing
that any such levy should be at a bloc-

idelevel
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“I really am not able to say whether
‘we are going to wait for six more months
or nine more months, but I believe the
longer these negotiations will take, the
less of a chance of actually reaching an
agreement,” hesaid.

“If we are not able to reach an agree-
ment mid or long term, then Europe

Laus, CuYIdagCU AL 1s pol LeuL.

Progress on implementation has fal-

LELID pancu vt

The measure was “contentious”, he

tered despite OECD that
governments could collect more than
$150bn in additional taxes every year
fromthe biggest companies.

Last month Pascal Saint-Amans, the
former OECD official who master-
minded the tax reforms, predicted the
US would ultimately sign, given the
alternative would be to see Big Tech
companies confronted by a hodgepodge
of separate digital services taxes in dif-
ferent countries.

But the prospect of the reform being
implemented before the OECD’s pro-
posed deadline of mid-2023 has faded
and the likelihood of Republican gains
in the US midterm elections could fur-
ther dent hopes of progress.

* FINANCIAL TIMES

said. “Getting passed quickly

isjustnot going to happen.”

Zbynék Stanjura: ‘I believe the
problem is more on the US side’

S WA U QIS W 1Ca au agiceiei
in the OECD on the first pillar of the tax
reform, he said. "Ib spezk cleax}y mth-
outblurring 1

lemismore on the Americanside”

The EU shelved a proposed digital
levy in the summer of 2021 under US
pressure, given the progress at that time
towards an OECD deal.

EU officials stressed at the time that
the digital proposal would differ from a
2018 plan that targeted the world’s larg-
est tech companies, a measure that ulti-
mately foundered. Brussels was instead
planning to target hundreds of compa-
nies with digital operations, rather than

ifically aim at US tech giants.

The US has threatened to impose
sanctions on European countries that
introduce digital services taxes.

INTERNATIONAL

Oligarch’s assets

German police
raid UBS over
Russian tycoon

Usmanov rejects claims of
money laundering as two of
bank’s branches searched

SAM JONES IN BERLIN AND MAX SEDDON
RIGA

German police have raided oﬂices ofthe
Swiss bank UBS in with a

Eurcpe to challenge the measures
against him. Those attempts have so far
been unsuccessful, although Brussels
did lift sanctions against one of his sis-
tersin September.

“We categorically reject any allega-
tions of money laundering or tax
evasion on the part of Alisher
Usmanov,” aspokesperson for Usmanov
said

money laundering investigation into
Uzbek-born Russian billionaire Alisher

“These claims are unfounded, false

Usmanov.

UBS branches in Frankfurt and
Munich were searched yesterday, state
prosecutors confirmed.

“The subject of the investigation is the
initial suspicion of money laundering
against a businessman from the Russian
Federation. The investigations are not
aimed at the bank concerned or its
the Frankfurt p

B
office said.

Speaking anonymously, German offi-
cials said that Usmanov was the individ-
ual targeted by yesterday’s raids, which
were firstreported by Der Spiegel.

Usmanov, 69, is one of the world’s
wealthiest men, with an estimated for-
tune of more than $19.5bn, earned
through a business empire with hold-
ings in some of Russia’s largest mining,
industrial and telecoms companies.

As well as being the owner of the big-
gest superyacht built, the $600mn Dil-
bar, his assets include stakes in English
Premier League football clubs Arsenal
and Everton. He wasa former top share-
holder in Apple, Facebook and Twitter.

After Russia’s invasion of Ukraine in
February, Usmanov was one of the first
Russian businessmen to be hit by west-
ern sanctions because of his close ties to

the Kremlin and the Russian president.
The EU described him as “one of
Vladimir Putin’s favourite oligarchs”.

Usmanov has launched legal cases in

and sland to his honour and repu-
tation. Mr Usmanov is an honest and
law-abiding taxpayer who has paid all
due taxes in Russia. He is also recog-
nised as one of the most generous phi-
lanthropists in the world.”

UBS did not respond to a request for
comment. The searches at the bank’s
Frankfurt and Munich premises follow
two raids in September involving more
than 250 police at properties owned by
Usmanov in Bavaria.

Prosecutors at the time said they were
part of an investigation into the use of

Burning anger Khan supporters take to streets

Supporters of
Imran Khan
protestin
Rawalpindi
yesterday
following last
week’s
assassination
attempt on the
former prime
minister.
Supporters are
angry at what
they see as
officials’
reluctance to
investigate
Khan’s claim
that Shehbaz
Sharif, prime
minister, and
military officials
conspired to
kill him

Schal Shehzac/EPA-EFE

Greenwashing

UN tells Carney-led climate pact to raise standards

CAMILLA — SHARM EL-SHEIKH

complex offshore holdi
disguise illicit ﬁnan/:lal flows worth rml
lions of euros.

Usmanov’s European and US assets
have been frozen since the beginning of
the war as a result of sanctions against
him. In March, the 156-metre-long Dil-
bar was seized by German authorities in
Hamburg, where it was undergoing
refurbishment.

For months, Usmanov has been in the
sights of a special task force set up by the
German government to probe the legal-
ity of assets of Russian oligarchs in the
country and trigger police interventions
where possible.

Usmanov also owns properties in the
UK, including the £48mn Beechwood
House in Highgate, north London, and
Sutton Place, the Tudor mansion in Sur-
rey, south of London, formerly owned
by billionaire industrialist] Paul Getty.

Former central banker Mark Carney’s
“net zero” coalition of more than 500
financial institutions is among private
sector climate initiatives that must
maintain tighter standards, according
to a UN report on corporate green-
‘washing.

Companies could not claim to be net
zero while they continue to build or
invest 1n new fossil fuel assets and

decarl not support
new coal, oil and gas supplies, the High-
LevelExpertGmupsald

“Net zero is entirely incompatible
with continued investment in fossil
fuels” the reportconcluded.

‘Thereport published at the COP27 cli-
mate summit in Egypt seeks to address
greenwashing concerns by laying out a
series of requirements to ensure the

credibility of corporate net zero emis-
sions clai

It said campaigns such as Race to Zero
and alliances like the Glasgow Financial
Alliance for Net Zero, which is chaired
by Carney, “mustreinforce high-quality
voluntary efforts and consolidate best
practicesinto general norms”.

Launching the report, UN secretary-
general Anténio Guterres said: “The
message is clear to all those managing
existing voluntary initiatives”. He
added: “Abide by this standard and
update your guidelines right away, and
certainly nolater than COP28.”

Voluntary corporate sector climate
initiatives such as Gfanz have come
under criticism from pressure groups,
who say their rules are too lax. Gfanz
recently weakened a i relat-

Carney, former Bank of England gov-
ernor, said Gfanz members had been

tary initiatives and a failure to meet the
standards should result in “conse-

“working at pace” to set
duction targets. “The world will not
make enough progress without more
effective government policies and
meaningful reforms to the international
financial architecture,” he said.

quences”, which mean
gottoleave [theinitiative]”.
“There are some companies, in partic-
ular financial institutions, that don’t
understand that when you make a nel
it mean:

told the Financial Times.

BlackRock and d, theleading
asset managers and Gfanz members,
recently said they would continue to
invest in fossil fuels and did not believe
it was necessary to end new coal, oiland
gas investment. But the UN report said
that to be credible, net

ShareAction, a charity group that pro-
motesresponsible investment, said yes-
terday that many banks that were Gfanz
members had left heavy emitting sec-
tors, such as agriculture, out of their cli-

The majority had set emis-

cover all of a p
across business and supply: t:hams.

The expert group behind the report
was led by Cathenne McKenna, a
former cli and minis-

ingto fossil fuel investments, citing anti-
trustissues.

ter of Canada. She said companies must
“meet the price of admission” tovolun-

i ity targets — a
ment based on pollution relative to eco-
nomic output, which McKenna's report
said was not appropriate — and many
had not included underwriting activi-
tiesintheir goals, ShareAction said.
Martin Wolf see Opinion
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Ukrainian prisoners of war recall

desperate fight to hold Mariupol

Accounts provide insights into ferocity of shelling and how Russia treated captives after city was taken

CHRISTOPHER MILLER — KYIV

Captain Valentina Strutynska feared the
worst when she was taken from her cell
after five months in Russian captivity. It
was only when her handcuffs and blind-
fold were removed much later and the
shouts of “Glory to Ukraine!” rang out
that she realised she washome.

The Ukrainian marine was one of 215
prisoners released in September, the
largest exchange since Russian presi-
dent Vladimir Putin launched his inva-
sion in February. She and two other
Ukrainians captured during the desper-
ate fight for the city of Mariupol in the
early months of the conflict have told
their stories to the Financial Times.

They provide insights into one of the
key battles of the war’s early phase,
when several thousand fighters and
scores of civilians retreated into the
Azovstal steelworks as it was pounded
by Russian forces, and a glimpse into
how Moscow treats prisoners of war.

Captain Oleksandr Demchenko, a
doctor and another of the released cap-
tives, was there only because he had vol-
unteered to fly reinforcements and sup-
pliesinto Azovstal.

“Mariupol was already surrounded,”
he said. “Tunderstood it was probably a
one-way ticket and there’d be no turn-
ing back” Ukraine’s president, Volody-
myr Zelenskyy, later said such missions
were “almost impossible” and that
many did not survive. Demchenko did,
and he would spend the next six weeks
treating wounded troops and civilians.

Major Oleksandr voronenko, the
third of the freed PoWs, was in Mariupol
before the invasion as part of Ukraine’s
56th motorised brigade. He said the
intensity of the fighting was terrifying,
as Russian forces bore down, and the
destructionunbelievable.

“It felt like onelong day in hell.”
Intense battles in city
Mariupol, a strategically important port
on Ukraine’s south coast, was an early
Russian target. Voronenko recalled how
the power, gas and water supplies were
quickly severed, a tactic now used more
widely to break Ukrainianresistance.

Voronenko, who fought alongside the
marines, said the battles were so intense
the sky was sometimes blocked out by
thickblack smoke from the artillery and
rocket strikes that pulverised the city.
Those strikes killed thousands of civil-
ians, according to estimates by local
authorities and the UN. “It was uninter-
rupted, brutal fighting,” said Vore-
nenko, who was shotin theleg.

strutynska remembered Russian
tanks firing indiscriminately on apart-
ment blocks, making her task of evacu-
ating civilians next to impossible. “It
was my first time seeing this level of
fighting,” she said. “I tried to organise
removal of the dead but I failed because
the fighting was so extreme.”

As Moscow stepped up its attacks in
the ensuing week, the remaining
Ukrainian forces in the city, along with
hundreds of civilians, including chil-
dren, hunkered down at the Tlyich Iron
and Steel Works and nearby Azovstal.

Strutynska and Voronenko retreated
with their units into the fortress-like Ily-
ich works in March, safe inside its deep
bunkers. But supplies there and at

Clockwise, from
main: Ukrainian
Pows walk along
aroad aftera
prisoner swap
last month at an
unknown site

in Ukraine;
Valentina
strutynska with
her husband,
Yevhen;
Oleksand,

wounded, many of whom he found in
horrific condition. Sometimes in near
darkness, he performed blood transfu-
sions, treated head wounds, tied up

three floors of concrete to fall onto one
of thewards, killing several patients.

As the Russians pounded them with
heavier weapons, the Ukrainians were

linjuries, set sh d bones
and amputated limbs, sometimes with
little or no anaesthetic. There were days
he and others “did not leave the op-
eratingroom for more than 30 hours”.
One badly injured man had a tourni-
quet applied to hisleg for more than two
weeks, “completely unthinkable”,
ingto henk I

forced to surrender, first the
marines at Ilyich in April, then another
group of marines and national guards-
men from the Azov regiment a month
later. Azov is a former volunteer battal-
ion with far-right members that has
since been brought into the official mili-
tary structure but remains a favourite
f the Kremlin.

Demchenko
inside the
Azovstal bunker
where he
operated on the
wounded — revers

setin by the time the medic found him
and amputated the leg above the knee.
“Miraculously, he survived,” headded.
“The most terrible thing was the mas-
sive airstrikes,” the doctor recalled. One
blast threw him across the room into a
concrete pillar, while another caused

{23 Ukrainian-claimed counter-offensive |,
2777 Reported Ukrainian parfisan warfare

Under Russian control

[ Assessed Russian presence
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‘Videos published by Russia’s defence
ministry showed Ukrainian troops hob-
bling out of Azovstal, hands in the air.
They were met by soldiers who checked
them for weapons and for tattoos before
ushering them on to the buses that
would take them to prison.

Life in prison

Strutynska, Demchenko and Voronen-
kowould be held in several prisons over
the next six months. All three endured
periods in the notorious Olenivka

destroy the facility. Russia has blocked
independent observers’ access to
Olenivka. A UN fact-finding mission
warned in September its inability to
a the site wasa “major i il
toverifying” claims.

None of the three PoWs wanted to go
into detail about the abuses they suf-
fered in captivity. But other Ukrainian
troops and human rights groups have
documented how Russia and its proxy
forces in the occupied territory have
brutalised soldiers and civilian captives.

In the early days, the detainees said
they were crammed into tiny cells,
‘where they slept without blankets. Food
‘was scarce and they were given buckets
of muddy water to drink, which made
some of them sick. “Everyone was deh

Sweden fails
to persuade
Erdogan to
end bar on
joining Nato

Turkey’s President Recep Tayyip

Erdogan said Sweden must do more to

persuade him to drop opposition to its

bid to join Nato, including deporting

asylum seekers his government wants
for terror-related offe

Sweden and Finland ended their mili-
tary non-alignment and applied for
Nato membership in May. But Turkey,
which has Nato’s second-largest army,
has refused to approve their bids. It
accuses Sweden of providing a haven for
people accused of links to Kurdish mili-
tants and a religious network blamed
for afailed military coup in 2016.

drated and exhausted,” said Dem-
chenko, wholost 45kg.

Strutynska had to share a cell meant
for four with 30 female soldiers. “We
slepton top of each other,” she said, add-
ing that they would sing Ukrainian folk
songs and pop hits toraise their spirits.

She said they were treated better in
Olenivka, which was run by pro-Russia
Ukrainians, than later when they were
sent to a prison in Taganrog, Russia.
There, the Ukrainians said they were
physically and verbally abused,
while also being subjected to Russian

paganda.

In a pre: yesterday with
Swedish prime minister Ulf Kristersson,
Erdogan welcomed Sweden’s recent
decision to lift an arms embargo on Tur-
key, introduced in 2019 after Turkey
invaded Syria to fight Kurdish militants.
But he said he expected Sweden to take
“concrete steps” by the end of Novem-
ber to fully implement commitments it
agreed to in a memorandum it signed
with Finland and Turkey in june.

“sweden wants Nato membership for
its own security, and we want a Sweden
that will support eliminating our secu-
rity concerns,” said Erdogan. “It is our
sincere wish that Sweden realise Nato

1 rehi T

“It wa Ppropa-
ganda and streams of hatred [towards
Ukrainians],” Voronenko said of the
programmes they were forced to watch
on Russian television.

Ascolder September weather arrived,
they huddled together in their unheated
cells and hoped for freedom.

Prisoner exchange

It was September 21 when the PoWs
were woken by Russian guards who
blindfolded them and tied their hands
behind their backs. Some thought they
were being transferred to another
prison, or sent back to Mariupol amid
rumours thatsham “trials” of those cap-
tured in the city were being prepared.

To their surprise, they were
exchanged for 55 Russians and the pro-
Moscow Ukrainian MP Viktor Medved-
chuk;, a friend of Putinwho was arrested
this year on treason charges. While the
soldiers expressed disappointment at
Medvedchuk’s release, they said
Ukraine got the better end of the deal.

Their wish now is that comrades still
in captivity are freed. They said western
countries should do more and called on
the International Committee of the Red
Cross to live up to its promises to not
only facilitate the release of Pows, but
also to access facilities in Russia-occu-
pied territories tocheck on them.

Zelenskyy has accused the ICRC of not
doing enough, particularly at Olenivka.
The ICRC said it had asked repeatedly to
be allowed into Olenivka but that it
“doesn’t have unimpeded and repeated
access to all prisoners of war in this
international armed conflict”.

“we'll not stop demanding access,”
theICRCadded.

All three said they wished to return to
the military after they had recovered
and spent time with their families. Voro-
nenko surgery to bul
lets stuck in hisleg since Mariupol.

“I never cried from my wounds,” he

tation of the memorandum.”
Kristersson said that joining the alli-
ance was “of vital national security tous
because of the deteriorating security in
our part of Europe due to Russia’s illegal
invasion of Ukraine”. The newly elected
conservative prime minister has
pledged to distance his government
from Kurdish groups fighting Isis in
Syria, because Turkey considers them
terrorists for their links to a domestic
insurgency.
“My government was elected just a

‘Twant to assure all Turks
that Sweden will live up to
obligations in countering
the terrorism threat’

few weeks ago on a mandate to put law
and order first, and this includes coun-
tering terrorism and terrorist organisa-
tions,” hesaid. “Iwant to assure all Turks
that Sweden will live up to all obligations
madetoTurkey in counteringthe terror-
ism threat before becoming amember of
Nato and asafutureally”

Among Turkey’s demands is the
return of dozens of people it has accused
of terrorism, despite the swedish

p Court’srejection of diti
in several of the cases. The June memo-
randum commits Sweden and Finland
to addressing Turkey’s deportation
requests and to create mechanisms to
facilitate extradition.

Erdogfan said four people had already
been deported to Turkey. But he singled
out a journalist by name, accusing him
of belonging to an Islamic network led
by US-based preacher Fethullah Giilen,
whom Turkey says masterminded the
attempted coupin2016.

“Deporting this terrorist to Turkey is
very important to us,” Erdogan said.
“Terrorist organisations’ exploitation of




2022/11/9 22:38

Azovstal, where thousands of soldiers
and civilians also sheltered, were
severely limited. That was when Kyiv
devised arisky plan to rescue them.

Demchenko and another doctor were
dispatched on separate military heli-
copters alongside special forces, an
operation helikened to “jumping froma
plane withouta parachute”.

“They split us up so that if one heli-
copter was shot down, at least the other
would have a chance tomakeiit,” he said.

They faced enemy fire before landing
near Mariupol and a boat to the works.

Demchenko set up a makeshift hospi-
tal and operating room to treat the
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prison
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F®Azovstal
steel plant
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prison in the occupied Donetsk region,
which Zelenskyy has called a “concen-
tration camp” for Ukrainian Pows.
Olenivka has been under Russian
control since the first invasion of
Ukraine in 2014. An explosion in July
destroyed a wing where Ukrainians cap-
tured at Mariupol were being held, kill-
ing 53 and injuring 75 others. None of
the three was there when it was hit.
Kyiv has accused Russia of being
behind the attack to conceal its torture
of Ukrainian captives, and released
recordings to support the claim. Mos-
cow has said, without evidence, that
Ukraine used US-provided missiles to

Ukrainians|

said, butcoming home was “emotional”.
He was recently reunited with his child-
ren, who had fled Russia-held Kherson.

Demchenko is recuperating and try-
ing to get his weight back up. He hoped
that sharing his experience would help
other doctors save soldiers.

Strutynska, meanwhile, recently
received news that her husband,
Yevhen, who she had not heard from in
the seven months since he too was cap-
tured in Mariupol, was one of more than
50 Ukrainians included in a separate
prisoner exchange.

She shared her joy on Facebook: “My
hero. My beloved husband is home.”

sweden’s democratic environment
must absolutely be prevented. When
our citizens see these terrorists walking
the avenues of Sweden and Finland with
terrorist rags in their hands, they hold
me to account.” Erdogan said that con-
cessions Sweden would help him con-
test next year’s election in Turkey and
“appear before our people with a great
victory against terrorism”.

All 30 Nato members except for Hun-
gary and Turkey have approved the
Nordic countries” accession. Hungary
has said parliament will ratify their
entry before the end of the year.

See Opinion

Sanctions-hit Russia becomes India’s top oil supplier as Moscow offers discounts

CHLOE CORNISH — MUMBAI
JOHN REED — NEW DELHI
TOM WILSON — LONDON

Russia has surpassed Iraq and Saudi
Arabia as India’s largest supplier of oil,
according to independent research
firms, as Asia’s third-largest economy

purchase its crude, oil trade data show.

US Treasury secretary janet Yellen
has signalled the USis willing to see this
continue, telling Indian media this week
that Washington wanted India to benefit
from a western price cap on Russian oil
that would give it a bargaining chip to

negoti:

enjoys steep price di caused by
sanctions on Moscow.

India has historically bought most of its
oil from Iraq and Saudi Arabia, but Rus-
sian imports h: d since Vladimir

G7 countries agreed in September to
implement the price cap, which the US
government hopes will be in place by
December 5 when an EU embargo on
the shi of Russian crude comes

Putin invaded Ukraine. Western energy
sanctions have pushed Russia to cut
prices for those buyers still willing to

Wednesday 9 November 2022

into force. Under the mechanism, Euro-
pean companies will be permitted to
transport and insure shipments of Rus-

sianoil to third countries as long as it is
sold below a fixed price — an effort to
limit the impact of the sanctions on glo-
‘bal ol flows but ensure Russia earns less
fromthe trade.

“Our objective is to hold down the
price that Russia receives for its oil and
keep that oil trading,” Yellen told the
Press Trust of India ahead of a visit to
New Delhi this week. “Our hope would
e that India would take advantage of
thisprice cap.”

India foreign minister S Jaishankar
‘was in Russia yesterday. Moscow said
the visit would focus on trade and

energy sector”. Jaishankar said New
Delhi was obliged to ensure consumers
had access to global markets on the best
possible terms. “And in that respect, we
‘haveseen that the India-Russia relation-
shiphasworked to our advantage™
Russia’s flagship Urals crude was trad-
ing at $80 a barrel yesterday, compared
with $97 a barrel for global benchmark
Brent. Urals crude has traded at a dis-
count of about $30 for much of the year.
While estimates of India imports
vary, analysts at three independent
trackers said Russian crude had
squeezed out more expensive Iragi and

investment, “promising projects in the

FINANCIAL TIMES

saudi Arabian oil over the past three

months. Russian crude arrivals to India,
the world's fastest growing major econ-
omy, averaged 970,000 barrels per day
in October, according to research firm
Kpler, from 942,000 bpd in September.
Kpler excluded cargoes believed to be
Kazakhinorigin.

Imports from Iraq averaged 806,000
b/d in September and 918,000 b/d in
October, Kpler shows, while imports
from Saudi Arabia fell from 860,000 b/d
in September to 617,000 b/d in October,
their lowest since March2021.

Janiv Shah, senior analyst at Rystad
Energy, said Russia was India’s biggest
oil supplier in June, August, b

and October. “Russia is expanding mar-
ket share at the expense of Saudi,” said
Serena Huang, head of Asia Pacific anal-
ysis at Vortexa, a third independent
analytics firm. Vortexa found Russia’s
shipments into India surpassed Iraq and
Saudi for the first time in October.

Government and trade data compiled
by Reuters showed Iraq as India’s top
supplier for September.

Viktor Katona, lead crude analyst at
Kpler, said: “We see the cargo move-
ments, while national governments
would most often calculate barrels that
have been customs cleared, so there

Why haven’'t more boards got

a net zero transition plan?

They think it’s too difficult

They think it’s too difficult

They think it’s too difficult

mightbeati 3
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No matter how hard it might seem, now is the time for business leaders to transform net zero ambitions into
robust plans and measurable action. As a chair or non-executive director, membership of Chapter Zero will support
you in encouraging and challenging your company’s plans for the transition to a net zero economy. With access

to our lively peer-to-peer network, relevant climate tools and expertise, you'll have everything you need to make
the task easier. Join us at chapterzero.org.uk

#PlansBeyondPledges

Chapter Zero is part of a global network - the Climate Governance Initiative,a project in collaboration with the World Economic Forum - operating
in 50+ countries. We are supported by the Centre for Climate Engagement, Hughes Hall, University of Cambridge.
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Faustian tech Critics say Apple’s Beijing bargain leaves it under authoritarian influence and exposed to supply shocks ® companies
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TikTok rings
the changes in

US after digital
ads downturn

o Chinese-owned app revamps leadership
@ Data deal with White House takes shape

PATRICK MCGEE — SAN FRANCISCO
CRISTINA CRIDDLE — LONDON

TikTokisrestructuring Us op

to three people familiar with the
restructuring. Overall, the headcountin

response to a slowing economy and a
depressed environment for digital
advertising.

The social platform’s reorganisation
has resulted in sweeping leadership
changes in the US, the largest market for
TikTok, which is owned by China-based
parent company ByteDance.

North America general manager
Sandie Hawkins, who oversees business
operations, sales and marketing across
the region, is to be transferred and
placed in charge of TikTok Shop in the
US, its ecommerce channel, according

‘[Hawkins] has always
advocated for her team
and clients, which has
made us a better business’

to five people with knowledge of the
changes. It follows a restructuring in
Europe earlier this year.

Hawkins’s move was announced
internally on Monday at a meeting led
by Blake Chandlee, an executive based
in Austin, Texas, who oversees global
business solutions. Chandlee will
assume her role on an interim basis.

“Under [Hawkins’s] leadership, the
team has become a significant player in
the digital ads space . . . and she has
always advocated for her team and cli-

ness,” Ch

the Ushasil d the past year.

Other senior employees have already
confirmed that their roles have been
cut, including David Ortiz, former glo-
bal head of ads business systems, who
said his post was “eliminated in a much
larger recrganisation effort”.

The restructuring suggests that Tik-
Tok is not immune to the digital adver-
tising slowdown that has hit the share
price of Facebook parent Meta and
snapchat parent Snapin the pastyear.

US advertisers are predicted to spend
$65.3bn on social media this year, a
year-on-year increase of just 3.6 per cent
= armmd 10 times slnwer thani in 2021,

The reorganisation of TikTok’s US
operations comes as the company is
finalising a deal with the White House,
which hasraised concerns that the app’s
links to ByteDance could pose a security
risk. The deal would allow it to keep
operating but place limits on how US
user data are stored. TikTok maintains
that access to data for employees glo-
bally, including engineers in China, is
limited and strictly controlled.

Two people with knowledge of the
move said TikTok planned to replace
Hawkins on a permanent basis with
Sameer Singh, head of the platform’s
Asia-Pacific operations since July 2021.
TikTok said it was considering several
candidates, including Singh.

The pressure on the digital advertis-

ents, which has made us a better busl- ing secrorhasdnven social networking

dl dina iversify. Meta, Snapchat

“She will be a valuable and lemkare expenmentmgvmh new
L T U ——

Snap cecision UBS chief risk officer switches
career to become professional photographer

~ L
Christian Bluhm is leaving the Swiss bank in May to focus on his Zurich studio and gallery business — cuistiz s

ABBY WALLACE AND OWEN WALKER
LONDON

UBS’s chief risk officer Christian
Bluhm has resigned from the Swiss
bank to become a full-time profes-
sional photographer.

The career change, announced yes-
terday, will lead to Bluhm opening a
studio and gallery in Zurich’s historic
centre, a short distance from UBS’s
headquarters, as he swaps capital
ratios for aspectratios.

A mathematician by training, the
53-year-old German will leave the
bank in May to focus on his business
and academic opportunities.

el e A Ve e

“That experience fascinated me so
much that I started a never-ending
journey into professional photogra-
phy,” Bluhm wrote.

Bluhm is following in the footsteps
of Matthew Greenburgh, the former
Bank of America Merrill Lynch deal-
maker, who quit banking in 2010 aged
49 1o pursue a career m photography.

Christine

inmany of the scandals that have hit
its Swiss rival Credit Suisse.

UBS did, however, sufferan $861mn
loss on the collapse of family office
Archegos Capital last year, but that
was overshadowed by Credit Suisse’s
$5.5bn loss. Both banks had offered
prime broking services to the invest-
ment business run by former Tiger

, UBS’s Europe
chief executive, spent two years as an
art dealer before joining the Swiss
lenderin2007.

'UBS chief executive Ralph Hamers
said he wished Bluhm the best for the
future. He added: “I'd also like to per-
sonally thank Christian for his leader-

ettt

T

analyst Bill Hwang.
Hamers has set about reshaping his
executive team over the past two
‘years, bringing in anew chief financial
officer, a new head of the Americas
and giving more power to the head of

wealth management, Iqbal Khan.
The new duef risk officer will be

D

Coinbase
censured by
German
watchdog

SCOTT CHIPOLINA — LONDON

Germany’s financial watchdog has cen-
sured Coinbase following an annual
audit that raised questions about the
crypto exchange’s set-up in Europe’s
biggest economy.

BaFin ordered Coinbase to ensure it had
in place a “proper” business structure
after an audit by Deloitte found “organi-
sational deficiencies” in how the group’s
German unit was organised, the regula-
tor said yesterday.

Deloitte in May gave Coinbase’s finan-
cials an unqualified audit opinion,
meaning they were presented accu-
rately and fairly, but the accountancy
firm flagged up organisational flaws
withtheregulator.

BaFin’s reprimand marks the latest
blow for Us-listed Coinbase, which is
among the biggest operators in the dig-
ital asset industry. The company
revealed last week that it swung to a
$545mn loss in the third quarter as a
sharp downturn in crypto prices this
year knocked its trading volumes.

Coinbase, which has seen its shares
tumble almost 80 per cent since its
direct listing in April 2021, also unveiled
plans this summer to shed almost a fifth
of its workforce, amounting to more
than1,000 people.

BaFin's censure comes after Coinbase
in June 2021 became the first company
to secure permission from the German
financial regulator to provide crypto
custody and proprietary trading
services.

Coinbase’s BaFin permission was part
of the broader industry’s pivet to
Europe ahead of anticipated EU-wide
regulations that are set to co-ordinate
the bloc’s approach to crypto. In recent
months, Coinbase and Crypto.com
secured registration in Italy, while com-
petitor Binance snapped up registra-
tions in France, Italy and Spain.

Regulators have been sharpening
their scrutiny of crypto exchanges to
increase consumer protections and
ensure the venues are taking sufficient
action to prevent money laundering,
sanctions violations and other crimi:
lcnvlty ontl|e|r ‘platforms.
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Hawkins’s reassignment is part of a
broader restructuring in the past four
months in which fewer than 100 staff
have been made redundant. The cuts

U1 ILALS IIGIUULIE GAL IR 410 Ve SUUp-
ping in an effort to be less reliant on
advertising. TikTok Shop is a feature
that launched in the UK last year, where
users canbuy products from videos and

include about 20 senior managers, with
new leaders being recruited, according

theapp.
Addmona? reporting by Hannah Murphy in
San Francisco
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IIE 1143 411 CAUY IULICIEU 4 WEUSILE,
featuring cityscapes, nature photog-
raphy, and wedding and beauty shots.

‘On his website, he said his love of
photography blossomed after afriend
showed him how to take a clear photo
of the Big Dipper star constella-

tionin the night sky.

SLIP AU GUUILIUIIELILUYE LUK 3aSUSLA
years and for the significant contribu-
tions he and his team have made to
our sustainable performance through
active risk management.”

Bluhm hasbeen chief risk officer of
UBS since 2016, during which tlme
the bank has avoided bei 1l

Ldnian vuger, wiu Gulienuy an-
agesriskinthe bank’s wealth manage-
mentbusiness.

“with his strong track record, in-
depth risk expertise, and experience
across all asset classes, Damian is ide-
ally suited to lead our risk function

ULIE LSSUE ULLELL LIAGEEU up Uy 1eguna-
tors is how crypto exchanges, which
process more than $1tn a month in
trades collectively, often have complex
and opaque corporate structures.
Coinbase did not respond to a request
for comment on the notice, and BaFin
declined to provide further details.
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Taiwan needs banking heft to support industrial push overseas

INSIDE BUSINESS

Kathrin
Hille

ardly a day goes by without

Taiwan’s tech industry

being courted by foreign

governments. As the west

seeks to secure supply
chains against disruptions and the
growing power of China, the politically
isolated country responsible for 90 per
cent of advanced chip production has
gained aseatatthe table.

But back home, a big chunk of the
economy dances to a different tune. Tai-
wan’s financial sector is still overbanked
despite a 20-year effort at consolida-
tion, with some 38 domesuc banks.
Clans and insti d by the

unwillingness on the part of foreign
institutional investors to enter.”

Longreach took that step with its
2007 acquisition of Entie but is regret-
ting it. After two earlier attempts to
negotiate an exit ran aground, a sale to
IBF seemed in reach when a majority of
board members and shareholders at
both institutions approved the deal late
last year. Then family-owned conglom-
erate Nice Group, an IBF minority
shareholder which voted against the
merger, filed a legal complaint to stop
the deal. The regulator paused its
review, noting the pending legal action
and the fact that almost half the IBF
board had voted against it. Last month,
Taiwan’s Commercial Court ruled that
the deal could go ahead. But the ruling
came just one day before the year-long
deadline for closing

the deal expired. .
Mark chiba, Clansandinstitutions

chair and partner - controlled by the

of Longreach

Group, said: “Long-
reach has a very
igni amoun

government call the shots.

That reality has been brought into
sharp relief by the collapse of the pro-
posed merger between IBF, a financial
holding company, and Entie, a domestic
bank owned by Longreach, a private
equity fund that is based in Japan and
Hong Kong. The deal valued Entie at
NT$33.7bn ($1.08bn).

The failed merger was the canary in
the coal mine, said Chris Cottorone,
president of TriOrient, an Asia-based
private investment group and co-chair

government call the shots
despite a 20-year effort

of capital, includ- At consolidation

ing US pension
plans and endowments who ask, “what
is going on? We have been stuck in Tai-
wan for 15 years. In terms of economic
effect, it’s expropriation’.”
One factor complicating the deal was
that IBF is seen as close to the
Taiwan’s main opp
arty and that its largest shareholder is
‘Want Want, a family-owned group with
deep tiesin China. When the IBF board
voted on the pmpnsed deal last year

of the private equity atthe
American Chamber of Commerce in
Taiwan. “M&A activity — particularly
involving foreign private equity — has
been lagging compared with other mar-
kets around Asia. This indi an

repr of gon
financial institutions slded with Nicein
opposing it, a move some investors
interpret as a government attempt to
stop Want Want from gaining more
infl in the financi
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“Taiwan needs to systemically embed
itself in the global economy, other than
through TSMC,” Chiba said, referring to
the world’s largest contract chipmaker.
“Yet you have a banking and financial
system that is still a conduit for domes-
tic political interests and disputes. What
kind of message does that send?”

Itis not the first bank merger to run
into hurdles. Taishin, one of Taiwan’s
largest financial holding companies,
tried for years to acquire state-owned
Changhwa Bank but gave up after a
merger once viewed asa done deal came
under renewed scrutiny following a
change in government.

“Political risk discourages bank own-
ers from even trying for mergers,” said
Patrick Chen, head of research at CLSA
in Taipei. As banking moved online,
branches would become less valuable to
rivals. There is also little pressure for

ial targets to agree a deal because
therisk of bankruptcyislow.

In that situation, government share-
holders concerned about job losses and
famlly conglomerates that prefer

retaining influence on a small institu-
tion over a diluted stake in a bigger bank
are mostcontent with the status quo.

It does Taiwan’s broader economic
interests a disservice. In contrast to
economies such as Japan, South Korea,
Singapore and Hong Kong, it lacks a glo-
bal or even regional bank that could
accompany its industry in an interna-
tionalisation push.

“Global supply chain reshuffling is
prompting many local firms to expand
their manufacturing into new markets,”
Cottorone said. If foreign institutional
investors were not able to help Taiwan
banks grow to play that role, “it may
limit Taiwan firms’ ability to expand
internationally”.

kathrin.hille@ft.com
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PwC breakaway firm retains Russia ties

Former Cyprus partners
to work for clients
dropped by Big Four

MICHAEL O'DWYER
ACCOUNTANCY CORRESPONDENT

Agroup of PwC partners has launched a
breakaway firm in Cy'prus to take on
work from Russia-li li hat the
Big Four accountants will no longer
touch.

PwC has operated a “sanctioned any-
where, sanctioned everywhere” policy
globally since shortly after Russia’s full-
scale invasion of Ukraine in February,
going beyond whatis legally required.

This had a particularly big effect on
PwC Cyprus, given the extensive links
between Russia and Cyprus, thinning
the firm's roster of clients and prompt-
ing three partners to quit in June and
launch Kiteserve, about ha]f of whose
clientshavea R

but predicted this would reduce over

time. The work related mostly to assets

in the west rather than in Russia, Parp-

eris added. “These clients . . . are serv-

iced also by western banks, by western

lawyers,” said Parperis. “So why should
besingled out?”

Managing partner Theo Parperis said
his new firm observed EU, US and UK
sanctions, but added: “The Big Four
went well beyond the sanctions
imposed by these countries . .. and,
effectively, we're covering that space to
a certain extent, but . . . we were very
selective.” He said it could have taken on
“four times more work if we wanted”.

He estimated that about 50 per cent of
Kiteserve's clients had links to Russia

Unlike PwC Cyprus, Kiteserve does
not voluntarily observe sanctions
imposed by countries such as Australia
and Canada. It provides services to enti-
ties hit with EU sanctions when permit-
ted under a derogation, though this
accounted for only a “small percentage”
of the firm’s clientele, said Parperis,
adding that the “majority” were not the
subject of sanctions by the EU, US or UK.

The Kiteserve founders struck a deal

with the Big Four group to buy them-
selves out of restrictions on hiring PwC
Cyprus staff and the usual five-year ban
on former partners selling audit, tax or
compliance services.

The deal to waive the restrictions
handed PwC Cyprus a gain in return for
allowing the departing partners to work
forany company they wished.

PwCand Kiteserve did not disclose the
value of the deal to remove the non-com-
peterestrictions. The sum was intended
to offset the cost to PwC Cyprus of mak-
ing normal retirement payouts to the
departing partners, said one person with
knowledge of thearrangement. PwCsaid
the amounts were “in accordance with
normal market practice, or contractual

obligations”and “the net paymenttothe
retiring partners is not material to PwC
Cyprus orits partners”.

Parperis said he and his co-founders
were close to PwC’s mandatory retire-
ment age and the Ukraine war had
accelerated planstostrike outalone.

Kiteserve operates from PwC offices
in Nicosia and Limassol. PwC said the
space was being sublet to Kiteserve on
terms mirroring PwC'’s rental contract
while it negotiates a transfer of the
leases. Kiteserve hired about 20 of its
roughly 30 staff from PwC.

Apart from the “arm’s length” deals
on separation and subletting “there are
no agreements between PwC Cyprus
and Kiteserve”, PwCsaid.

Reductions concentrating on

professional roles stoke fears

of ‘white-collar recession’

TAYLOR NICOLE ROGERS — NEW YORK

A wave of job cuts in middle manage-
ment has raised fears that the US is
heading towards a “white-collar reces-
sion”, according to economists and
recruiters.

In previous downturns, blue-collar
employees including construction
workers and truck drivers have tended
to be the first to lose their jobs, but this

Downturn. Costs focus

Axe starts to fall on US middle manager jobs

Financials

Hertha Berlin
football club
in protest over
Windhorst
cash delays

OLAF STORBECK — FRANKFURT
CYNTHIA O'MURCHU AND ROBERT SMITH
LONDON

A Vienna-based private bank that pro-
vided confirmation of wire transfers
supposedly made by German financier
Lars Windhorst was reported to Aus-
tria’s financial regulator after the
money failed to turn up on time.

In July 2020, Windhorst agreed to pay
€150mn to raise his stake in football
club Hertha Berlin from 49.9 per cent to
66.6percent.

A senior banker at European Ameri-
can Investment Bank repeatedly told
the Bundesliga club in October and
November 2020 that an expected pay-
ment of €25mn from Windhorst’s per-
sonal account was imminent, people
familiar with the matter told the FT. But
despite the bani’s repeated assurances,
only €5mn was paid at the end of Octo-
ber; the remaining €20mn was trans-
ferredin mid-December.

In late October 2020, the Euram
banker informed the club that the pay-
ment “has now been entered into our
systems after a delay” and would “cer-
tainly” arrive in Hertha's account in the
following week, according to people
familiar with the matter. When this did
not happen, the banker informed the
club in early November that the pay-

Hertha was so incensed
that it reported the

hanlare namduct tatha
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time US companies have been focusing
headcount reductions on middle man-
agersworkingin office jobs.

In recent weeks, a number of compa-
nies including Walmart, Ford, Gap, Zil-
low and Stanley Black & Decker have
announced they plan to cut jobs at their
head offices.

William Lee, economist at the Milken
Institute, suggested that companies
might have more people in middle
manager roles than they required or
could afford after rushing to hire as
much professional talent as possible
when the economy bounced back from
the pandemic.

In the past two months, recruitment
firm Challenger, Gray & Christmas,
which specialises in helping mid-level
managers who have been sacked find
jobs, has recorded an uptick in work
rolesthathave been done away with.

“Those big, big salaries catch people’s
eyes when they have to make those hor-
rible decisions about who to let go,” said
Andy Challenger, senior vice-president.

Although job cuts have hovered near
record lows for more than a year, some
economists suspect that the cuts Chal-
lenger observed are the first sign of a

“white-collar recession” where mid-
ranlcmg office workers have their ]uhs
i dathigher -
parts working in manufacturing, serv-
ice, and transport.
Penple are saymg ths w‘lll affect
white- work past
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Commuters at reductions over the next sixmonthsin  of people in professional roles have “Theresa
New York’s preparation for a potential 1 i rushed toi job cuts. ..
Grand Central accordingtoa KPMGreport. Netflix haslet go nearly 500 workers ~ SIgI ificant
station. Many “Iwouldn’t at allbe surprised ifwhite-  this year, most recently 30 members of ortion
bosses were collar workers do end up bemgthe first  itsanimation team in September. p
considering tobe let goina mcessmn scenario,” said snap cut 20 per cent of its staff, about of the
thinningout the  Da i atHR 1,300 workers, in August. a
ranks even software maker U'KG. Elon Musklaid off thousands of Twit- popula.tlon
before receiving  “Ifyoulookat wherethelay-offshave teremployeeslast weekafter closinghis ~ Who will
a prompt from been already, it really hasn't driven to  buyout of the social media group. Before have to
inflation woes the blue-collar markets yet. That is  the cuts started, he said he planned to
;";T“;Cs‘“"“ 2 because there’s such a severe labour take aim at middle management. delay the
shortage in these blue-collar roles.” “There seem to be 10 people ‘managing American
Companies in Silicon Valley and on  for every one person coding,” he wrote s
wall street that employ large numbers  onthe platform. dream’
Meta wa: its first large-scale
Change in non-seasonal US employment job cuts, The Wall Street Journal
reported on Monday.

% since Feb 2020, by sactor

Transport and warehousing

-10 o 10 20

recessions because it’s very much
driven by rising interest rates and by
declining stock price valuations,” said
Julia Pollak, chief economist at jobs site
ZipRecruiter.

“Because in many blue-collar
industries there are still labour
shortages, there are a whole lot of
industries that would just not be able to
shed workers because they're already
understaffed.”

More than half of US chief executives
said they were considering workforce

Financial activities

Education/health services

Leisure/hospitality

services
Information
Retall services
Construction
Manufacturing

Wholesale trade

Utilities

Total non-farm
Government
Other services

Mining/logging

Source: Bureau of Labor Statistics

Denis Coleman, Goldman Sachs chief
financial officer, said in July that the
bank would “probably [be] reinstating
our annual performance review of our
employee base at the end of the year”
after suspending the scheme before the
pandemic.

There have alsobeen widespread cuts
for estate agents, mortgage brokers, and
appraisers since rising interest rates in
March resulted in home sales slowing to
acrawl.

Job cuts for blue-collar workers and
others on lower salaries, such as those in
leisure and hospitality, have been less
pronounced. Low-wage staff in shops,

restaurants and hotels were the first to
lose their jobs after the Covid crisis took
hold, but now are in very short supply.
The leisure and hospitality sector
employs 1.1mn fewer workers com-
pared with thelevel in February 2020.
Many chief executives had been con-
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financial regulator

ment had now been “irrevocably
accepted” by the bank. One week later,
the banker then blamed IT issues at its
correspondent bank but stressed that
he was able to “execute the transfer
immediately” and offered to send a
“money confirmation via screenshot”.

Hertha was so incensed at the com-
munications around the delays that it
raised a complaint with Euram’s mp

and reported the
to Austria’s FMA financial regulator.
The club argued that the behaviour
raised “serious questions” about
“proper business conduct”.

The flamboyant 45-year-old Wind-
horst made his name in the mid-1990s
as a teenage entrepreneur. By the time
he was 34, he had weathered the col-
lapse of two companies, personal bank-

sidering thinning out
ranks even before persistent inflation
raised recession fears and pushed them
tocutcosts.

The stereotype of unhelpful bureau-
crats inspired what McKinsey senior
partner Bill Schaninger called a “30-
year assault ‘on middle managers. The

itby: at-
ing that leaders could quickly make
strategic and operational shifts without
thesuppurtofbmaderteams
said: “There’s a sif
portion of the population who will have
to delay the American dream because

ruptcyanda ded jail sentence for
“breach of trust™. In 2017, Deloitte
resigned as the auditor of Windhorst’s
now-defunct investment vehicle Sap-
inda Invest after saying it received let-
ters that contained “deliberately false”
information about a fund’s financial
position from a custodian bank. The
custodian bank denied the allegations.
Windhorst, who also owns a German
shipyard, an Italian lingerie brand and a
shopping centre in Hannover, paid
€374mn for a majority stake in Hertha
between 2019 and 2021. Last month he
announced that he wanted to terminate

they can’t find want.”

Even if new managerial roles dry up,
Gilbertson expects employers to con-
tinue hiring for blue-collar roles.

The laptop class might find these jobs
more appealing than before the pan-
demic, he said, as they had recorded
strong wage growth over the past
two years. “As an economy, there
should be plenty of jobs available. They
just might not be the kinds of jobs that
‘workers want.”

his i with Hertha, following
revelations that he allegedly hired cor-
porate spies in an undercover operation
toforce out the club’s president.

A lawyer for Euram said Hertha’s
complaint to the banking regulator was
“completely without merit” and said
thatthe club “even apologised to our cli-
ent Euram Bank” in writing for the
“potential irritation”.

Hertha and the FMA declined to com-
ment. Windhorst declined to comment.

Automobiles

Fiat wins legal battle over €30mn tax break

JAVIER ESPINOZA — BRUSSELS

The EU’s top court has ruled that Fiat
Chrysler will not have to pay back
€30mn in taxes to Luxembourg, deal-
ing a blow to efforts to crack down on
aggressive corporate tax planning.

The case dates back to 2015 when the
European Commission ruled that Lux-
embourghad granted Fiat unfair “selec-
tive tax advantages”. Competition com-
missioner Margrethe Vestager said in
that decision: “Tax rulings that artifi-
cially reduce a company’s tax burden
are not in line with EU state aid rules.

Theyareillegal”
In 2019, the general court agreed that
the unpaid tax toillegal state

said the commission “will carefully
study the judgment and its implica-
tions”, adding: “Even if the commis-
sion’s decision was annulled, the judg-
ment gives important guidance on the
application of EU state aid rules in the
area of taxation.”

The EU has struggled in its efforts to
crack down on aggressive corporate tax
planning. In 2020, judges quashed a
European Commission order for Apple
to pay back €14.3bn in taxes to Ireland.
The commission also lost a tax case
against Amazon. Both companies won
challenges on paying back tax breaks at
a lower court but the commission is
appeall.ng against the decisions. A final

pected next year.

aid, but yesterday the European Court.
of Justice issued an opposing view and
said the earlier decisions had been
“erroneous”. The judgment is final and
there canbe no appeal.

Vestager said in a tweet that the defeat
was “abigloss for tax fairness”. She later

Wednesday 9 Movember 2022

Separately, judges in Luxembourg
struck down an EU order for Starbucks
to pay €30mn inback taxes to the Neth-
erlands. Brussels has not appealed
against the ruling. In 2019, the general
court struck down an EU ruling against
a Belgian tax scheme worth €700mn.

Tax breaks granted to Ikea and Nike in
the Netherlands and packaging com-
pany Huhtamaki’s deal with Luxem-
‘bourgarealso under scrutiny.
Yesterday’s ruling might make offi-
cials “more cautious” about tax investi-
gations, said Assimakis Komninos, a
partner atlaw firm White & Case.

Personal goods

Puma chieflured to Adidas for CEO role

OLAF STORBECK — FRANKFURT

Adidas has hired Puma boss Bjgrn Gul-
den to lead the second-largest sports-
‘wear maker from January after a torrid
period forthe group.

It comes after the brand issued three
pmf‘t ‘warnings in the past five months

the company this week. Finance chief
Harm Ohlmeyer will become the
interim chief executive until Gulden’s
arrival.

Shares in Adidas have lost 60 per cent
over the past 12 months and had
recently fallen to the lowest level in six
years. The stock climbed 4.4 per cent

“Thiswasalwaysa area,

‘where everybody knew from the start
that proving illegal state aid would be
challenging,” headded.

Plans for international rules on mini-
mum tax rates for multinationals have
‘been under discussion for years but
have yet to yield results. A senior Euro-
pean policymaker warned yesterday
that if there was no onmak-

eda ie-up with Us
rapper and fashion designer Kanye
‘West.

The company first confirmed the
talks with the former Norwegian profes-
sional footballer on Friday after areport
by Manager Magazin, sending the
shares up more than 20 per cent.

Gulden has been widely credited with
Tesur the Puma brand during his

ing the world’s largest companies pay
fair taxes where they did business, the
EU would resurrect talks to introduce a
levy on digital companies. A number of
member states have estimated that
Brussels loses more thll'l €35bn a year

nine years at the helm as it struggled
with dwindling sales and profits.
“Effective January 1, 2023, Bjgrn Gul-
denisappointed as member of the Exec-
utive Board and CEO of Adidas AG,” Adi-
das said, adding that departing chief

from corporate tax

Kasper Rorsted would leave

* FINANCIAL TIMES

“Bjern Gulden brings almost 30 years
of experience in the sporting goods and
footwear industry,” Adidas chair

Bjorn Gulden has been nine years at
the Puma helm, reviving the group

‘Thomas Rabe said, pointing to an earlier
stint at the brand from 1992 to 1999 and
his record at Puma. “He reinvigorated
the brand and led the company to
record result,” said Rabe.

Although it is three times larger than
Puma, Adidas has had to grapple with
falling consumer demand in western
countries owing to risinginflation, and a
decision to cut ties with West over his
anti-Semitic remarks, with the move
expected to wipe out up to €250mn in
net profit this year. It has also been sit-
ting on a pile of unsold stock as a result
of lower demand from shoppers.

Adidas and Puma, both based in Her-
zogenaurach in rural Frankonia north-
east of Nuremberg, have long been pit-
ted againsteach other. They started asa
single shoe factory founded by brothers
Adolf and Rudolf Dassler in 1924, a pio-
neer in the development of track shoes.
After the second world war, the brothers
fell out, with Adolf founding Adidas and
Rudolffounding Puma.
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Apple trades acquiescence for access
to factories and consumers in China

With most iPhones made in the country, cheap labour and a big market come with supply perils

PATRICK MCGEE — SAN FRANCISCO
RYAN MCMORROW — BELIING
Themost profitable tech company oper-
atingin China is not a homegrown inter-
net giant such as Alibaba or Tencent,
but California-based Apple.

Its China business grew so quickly
during the pandemic that it now gener-
ates more profit than the combined
income of the country’s two biggest tech
companies, according to an analysis by
the Financial Times.

Apples reliance on the country as! 1‘5

ingbase —
ity for 95 per cent of iPhone; producl:mn,
according to Counterpoint, a market
intelligence group —leaves the business
wvulnerable to supply chain shocks.

Apple on Sunday said global ship-
ments of its newest high-end iPhones
would be delayed because of recent Cov-
id-19 outbreaks at Chinese plantsTun by
Foxconn, its main assembler. That came
a week after it warned of “significant”
headwinds to revenue growth because
of the impact of a strong US dollar and
supply constraints.

Yet when it comesto selling its devices
to Chinese consumers, business has

Technology
Twitter says
users have
flocked tosite
since Musk
took control

HANNAH MURPHY — SAN FRANCISCO

Twitter has said that user growth is
“accelerating” and hit “all-time highs”
during Elon Musk’s first week at the
helm, as it attempts to reassure adver-
tisers after a growing number paused
their spending on the social media plat-
form since his takeover.

Inan email to some advertisers, seen by
the Financial Times, Twitter said
growth in its monetisable active daily
users (mDAUs), a homegrown metric
that counts the number of logged-in
users to whom the platform shows
advertising, hit “all-time highs” last
week, accelerating to 20 per cent, from
15per cent in the second quarter.

“Twitter’s largest market, the US, is
growing even more quickly,” the email
said. Musk closed the deal to buy the
platform for $44bn on October 27.

Since the second quarter ended on
June 30, Twitter added more than 15mn
mDAUSs “crossing the quarter billion
mark”, the email said. Twitter reported
237.8mn mDAUS, up nearly 17 per cent
year on year, in the second quarter, its

https://digital.olivesoftware. com/ol|ve/odn/ftaS|a/pr|ntpages aspx?doc= FTA%2F2022%2F11%2F09&ts 20221108203321&uq 20220804103507
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boomed. Operating profits in greater
China, which includes Hong Kong,
Macau, Taiwan and mainland China,
have shot up 104 per cent over 24
months to $31.2bn in the financial year
to September. This eclipses the $15.2bn
earned by Tencent and the $13.5bn from
Alibaba in their most recent 12-month
period, according to S&P Global Market
Intelligence.

The record profits underscore the
bargain Apple has struck with Beijing,
allowing the iPhone maker to sail
through President Xi Jinping’s crack-
down on homegrown tech groups while
reaping the rewards from US sanctions,
which are helping to damage Huawei,
the national champion and its only real
competitor in the country.

Itis the result of corporate diplomacy
led by Tim Cook, chief executive, whose
regular visits to Beijing in pre-pandemic
times, including meetings with Xi and
Chinese tech executives, have helped
avoid the fate of other western tech
companies. The likes of Alphabet, Meta
and Netflix have been locked out of the
country.

Critics argue Apple’s reliance on Chi-
nese manufacturing has made it acqui-
esce too readily to authoritarian
demands. The bargain has helped
ensure the group maintains unfettered
access to the country’s cost-effective
labour force and factories, while becom-
ingaleading luxury brand in the world’s
biggest consumer market.

“It’sclear to Beijing that it’s a two-way
street. They getalot of good back —alot
of employment out of it, and prestige,”
said Brian Merchant, author of The One
Device: The Secret History of the iPhone.
“The pay, the standards are better for
companies contracting with Apple. It’s
helped boost wages towards the middle
class.”

In 2019, Huawei had overtaken Apple
in global smartphone sales, making it
second to Samsung, and its fast growth
was led by the Chinese market where
Huawei and its Honor sub-brand had
reached a combined market share of
42 per cent by March 2020, according to
Counterpoint.

“It was like a ‘national factory” — Chi-
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Apple’s China profits surge despite lower revenue than peers

China smartphone market share ‘

final earnings as a public company.
Musk on Monday said on the plat-
form: “Twitter usage at an all-time high
lol. Ijust hope the servers don't melt!”
It comes as Musk seeks to disprove
concerns that users might have fled the
platform following his takeover, despite

Sor * pledges by several celebrities to move
Operating profit Revenues = lsewh d a rise in user numbers on
Apple China Huawel Apple China Huawel
b [ . = Huawel Musk reassured advertisers
10 - 10 s0 - - s0 20 | last week the platform
o o o 0
2018 2020 Lastiz 2018 2020 Lasii2 2018 2020 lasi12 2018 2020 Last12 Apple would not become a
mont months . :
Tencent Allbaba Tencent oS ibaba months 1o | free-for-all hellscape
30 30 150 150
20 20 100 -100 theniche Twitter alternative Mastodon.
10 | L10 50 | - 50 Musk will need to persuade brands
o 0o 0 such as General Motors, Mondelez,
2018 2020 last12 2018 2020 Last12 2018 2020 Last12 2018 2020 Last12 H1 H2 H1 H2 H1 H2 H1 United Airlines, Volkswagen and General
months months months months 2019 2019 2020 2020 2021 2021 2022 ‘Mills to resume advertising, as Twitter
Sources: S&P Global Marke Infolligence; Counterpoint Research Smariphone Tracker Numbors based on unit volumes L
The companies have suspended mar-
Visits to Beijing nese citizens wanted toshowhowmuch  sales were in the premium segment, The eroup’s during the US group’s most lucrative | keting over concerns the self-described
by boss Tim theylove the country and they wentout ~ where its dominance rose from s1per =" 8 P period of the year. free-speech absolutist will weaken con-
Cook, including ~ to buy Huawei smartphones,” said centto72 percentinthreeyears. vision ofa But for years, its efforts to stay onside | tent moderation and get rid of perma-
meetings withXi  Archie Zhang, analyst at Counterpoint. “Today, Apple has much of the $600- controlled with Beijing — pledging big investments | nent bans for violations. Twitter also
Jinping, have Huawei took an early lead with 5G-  and-above market to itself,” Zhang said. and staying quiet on sensitivesubjects — | said that brand advertisers “will now
helped Apple capable smartphones in August 2019  “If you're going to buy a $1,000 smart-  €COSystem have paid off. have an additional ‘Official’ label
avoid the fateof  and had increased Chinese sales of the  phone, there’snothing else.” for the It acquiesced to moving storage of | beneath their name upon Twitter Blue’s
businesses such next-generation devices to more than Apple has worked hard to satisfy the Chinese user data to a data centre | relaunchthisweek [Wednesday]”.
as Alphabet, 7mn a month by June 2020, ingto tastes of Chi Whenlocal ~Customer owned by the Guizhou provincial gov- Itisrollingout a new version of its pre-
Netflix and M Science, an analytics group. competitors rolled out smartphones = ernment, and it hasremoved thousands | mium subscription service Twitter Blue
Meta,which have Apple’s first 5G-equipped handsets,  with bigger screens, more advanced CXPﬁl‘{CHCC of apps from the local App Store at the | for $7.99, which will allow users to pay
beenlockedout  theiPhone12series, hitthemarketonly ~cameraswithlowlight photographyand ~ IMaps into request of Beijing’s censors. for the “Blue Tick” verifications that are
Zm;ﬁmm in October 2020. By then, the Trump  adual-SIM card slot, it was Apple’s Chi- the same The apps of dozens of news outlets | at present available only to companies,
administration had imposed tough nese employees who pushed the com- .. have been removed, while encrypted | politicians, celebrities and journalists.
sanctions against Huawei, alleging the  panyto follow suit, said one personclose ~ V1S101 that messaging platforms such as What- The Verge technology news website
company was a security threat. to the China operations. the party sSApD, Signal and Telegram are banned. | first reported the Twitter user growth
The sanctions choked off access to Cook has credited feedback from Chi- ; Apple, which declined to comment, has | data. Twitter did not respond to a
i i ipsets, which for “atonne of features” ' Wants argued it must respect the laws of coun- | request for comment.

proved crippling. Huawei’s market
share in China collapsed in the second
half of 2020, and it was forced to spin off
Honor to save it from sanctions. In 2021,
Huawei’s consumer business revenues
halved to $38.3bn, according to S&P
GML

As Huaweis share of the Chinese mar-
ket plummeted from a high of 29 per
cent in mid-2020 to 7 per cent two years
later, Apple’s share jumped from 9 per
cent to 17 per cent, according to Coun-
terpoint. Virtually all of the US group’s

including Night mode and a QR code
reader. “Even 5G, in a lot of ways, was
energised in China, because China is so
far ahead in the coverage model for 5G,”
Cook told a 22-year-old Chinese student
in a rare interview aimed at social
media. “So we listen very carefully to
our customers there.”

Concerns have grown that its manu-
facturing is too concentrated in one
region, with Apple warning that Fox-
conn’s major iPhone facility was “oper-
ating at significantly reduced capacity”

triesinwhich it operates.
“Apple’svision of a controlled, locked-
down ecosystem for the customer expe-
rience maps into the same vision, the
l, that the C: party

Musk’s relationship with advertisers
has become increasingly fraught in his
first week in charge. He had said he
would not change content policies until
hehad d a mederation council

‘wants to have in China,” said Nathan
Freitas, director at Guardian Project, a
developer of mobile privacy tools.
“They see eye to eye on what, for a
harmeonious society, you need. It’s just
one is a phone ecosystem, the other
isanation.”
Additional reporting by Nian Liu in Beijing

with “widely diverse viewpoints”, and
told advertisers the platform would not
become a “free-for-all hellscape”.

Musk has posted a poll on Twitter
asking if advertisers should support free
speechor political “correctness”.
Additional reporting by Claire Bushey in
Chicago

Asset management

Carlyle blames volatility for slow fundraising

ANTOINE GARA — NEW YORK

carlyle Group has suffered a sharp
slowdown in fundraising and a decline
in assets under management as the pri-
vate equity group searches for a new
chief executive after the abrupt depar-
ture of KewsongLee in August.

The $6bn in new investor commitments
received in the third quarter was less
than the $10bn it raised in the second
quarter, New York and Washington-
based Carlyle said yesterday.

The figure was far below the amounts
gathered by US private equity rivals.
Even though their fundraisings also
slowed in the quarter, Blackstone raised

Financials

AKILA QUINIO, SARAH PROVAN AND

strategies, and a crowded market in
ich many groups were fundraising.

In the third quarter, Carlyle raised
just $1.9bn for its newest flagship buy-
out fund, compared with $3.2bn in the
previous quarter.

The data reported, along with Car-
lyle’s third-quarter financial results,
underscore the challenges it faces while
it searches for anew chief executive.

‘terms of the impact of the CEO change
on fundraising,” Conway said. “[I] don’t
see any long-term damage at all in this.”
Carlyle reported strong performance
from its portfolio of investments,
including strong realised gains from
asset sales. Distributable earnings,
‘which count realised investment profits
and are seen by analysts as a proxy for
cash flows, were $644mn, or $1.42 per

OWEN WALKER — LONDON

British banker Sir Evelyn de Roth-
schild, who expanded the family bank
and advised the late Queen Elizabeth I
onfinancial matters, has died aged 91.

“sir Evelyn died peacefully [on Mon-
day] athis home inLondon after a short
illness,” the family said yesterday.

in 2004, and four years ago David’s son,
Al T h genera-
tionto lead the 200-year-old group.

Sir Evelyn was known for prioritising
family control over i1

Adviser to royalty Rothschild dies aged 91

survives him. The pair counted Bill and
Hillary Clinton among their friends and
spent anight of their honeymoon at the
‘White House.

hschild, who was knighted in 1989

“The humanistic side of ‘banking has
gone out,” he told the Financial Times in
2017. “You know the name of your doctor
‘but not the name of your bank manager.
There are certain things inlife where you
have to have a human relationship.

1d go back to the days of
semaphore. Think how lovely a time it
sthh deart”

After his retirement, he focused on
philanthropy and EL ild, the

by the Queen for services to banking
and finance, has held numerous jobs in
the private and public sectors.

A former chair of The Economist for
more than 17 years, he served as the late
monarch’s financial adviser and created
the Eranda Rothschild Foundation to
fund social welfare and medical
research. He chaired St Mary’s Hospital
medical school from 1977t01988.

share, signi Iy beating of The b ‘who owned race-
- - analysts polled by Bloomberg. horses, dedi d 42 years of hi: Maybe wesh
Vi
Weare Operanng well Carlyle generated $217mn in fee- | to his family’s bank. He chaired Roth-
and ... have navlgated related earnings, a proxy for themoney | schilds Continuation Holdi the was,with
» it earns from base management fees, | overall group, from1982 until 2003.
all LYBES of markets ‘whichwere inline with estimates. In 1968, he was appointed a director
William Conway, interim CEQ The results were buoyed by continued | of de Rothschild Fréres, the French

$45bn, Apollo Global
$34bnand KKR $13bn.
Carlyle’s weaker fundraising led to a
decline in the group’s overall assets and
capital available to invest. Assets under

Leeresigned in early August after co-
founders William Conway, David
Rubenstein and Daniel D’Aniello
decided they would not renew his con-
tract at the end of 2022. The search for

continues as Carlyle
considers candidates in a processled by

management fell 2 per cent to $369bn

fromth d quarter, whil ilabl Lees

capital for investment dropped almost

9 per cent to $74bn. an executive recruitment firm.

Chief financial officer Curtis Buser
said the trend was a symptom of rising
stock market volatility, which has
caused many investors to become over-
exposed to traditional private equity

Conway, who was made interim chief
executive in August, was asked by ana-

gains in its private equity funds, notably
$22bn in infrastructure and natural
resources investments it manages.
Those investments gained 8 per cent
during the quarter, bolstered by rising
commodity prices amid the war in
Ukraine, and have gained 45 per cent in
theyeartodate.

Carlyle’s shares fell more than 6 per
cent to $26.28 early yesterday, putting
‘them near their lows for the year. “We

bank; and eight years later became chair
and chief executive of London-based
NM Rothschild, the international
investment bank, until 2003, when he
oversaw the merger of the family’s
French and UK branches.

NM Rothschild, now the UK arm of
Rothschild & Co, increased its total
assets from £40mn to £4.6bn during his
tenure, Yesterday’s statement said. He
expanded the number of offices world-

lysts whether the leadership upheaval
had affected fundraising.
“[The] short answer would be no, in

ingwelland . ..
edall types of markets,” added Conway.
Seelex

50.
Rothschild handed over the reins of
the family business to his cousin, David,

* FINANCIAL TIMES

family investment company, with his
wife Lynn Forester de Rothschild, who

Sir Evelyn de Rothschild dedicated
42 years to his family’s bank

A chocolate lover, ildsetupa
shortlived luxury confectionery brand
inlater life.

He told the FT at the time that his
sweet tooth could be traced back to
being evacuated to Long Island, New
York, during the second world war and
working in his first job on a soda foun-
tainata Westhampton drugstore.

“Iwas paid a dime a day and could eat
as much chocolate as 1 liked,” he
recalled.

He was born in London in 1931 to
Anthony de Rothschild and Yvonne
Cahen d’Anvers of the Bischoffsheim
banking family.
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Hubs battle. Regulation

HK looks to seize crypto crown
from Singapore with rules shift
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Fixed Income
Ankara issues
$1.5bn in dollar
bonds as EM
sell-off eases

ADAM SAMSON — LONDON

Turkey has issued $1.5bn in new dollar
bondsina sign of how this year’s vicious
sell-off in emerging market debt has
eased in recent weeks.

The country sold the five-year debt at
ayield of 10 per cent, Turkey’s ministry
of treasury and finance said yesterday. It
brings the total amount Turkey has
raised on international markets this
year to§5bn.

Turkey’s debt sale highlights how
some investors are snatching up debt of
riskier emerging market issuers after a
big fall in prices in 2022 increased the
returs ived for holdi bond:

0c=FTA%2F2022%2F11%2F09&ts=202211082033218&uq=20220804103507
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Enhanced clarity for retail

investors follows years of

discouraging ambiguity

HUDSON LOCKETT, CHAN HO-HIM AND
WILLIAM LANGLEY — HONG KONG
MERCEDES RUEHL — SINGAPORE

Hong Kong has initiated a contest to
become Asia’s crypto capital as inves-
tors and executives warn that rival Sin-
gapore may be squandering its head
startwith its pivot to stricter regulation.

The sudden shift in Hong Kong last
week towards clear rules for retail
investors to trade digital assets follows
years of ambiguity from regulators.
That made some companies reluctant
to build up a greater presence in the
city, and capitalise on demand from
mainland China, where crypto tradingis
outlawed.

“This kind of regulation [in Hong
Kong], this kind of positive develop-
ment, I think we have been waiting for
[it for] five years,” said Lennix Lai,
director of financial markets at OKX, a
crypto exchange with offices in Hong
Kongand Singapore.

“The regulatory status of Hong Kong
is very important on a global
scale . . . industry participants are seek-
ing a proper licence everywhere in the
world, but what they really want is a reg-
ulatory status in a major financial cen-
tre,” Laiadded.

That delay is reflected in the size of
Hong Kong’s market in comparison to
Singapore. With about $74bn, Hong
Kong trails Singapore in terms of the
value of crypto assets received in the
year to the end of June, with the latter’s
total coming in at about $100bn,
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MAS, said in a speech at Singapore’s fin-
‘tech festival last week that the city-state
did not want to be a hub for trading and
speculating in the asset class. The cen-
tral bank has proposed barring retail
investors from borrowing to invest in
cryptocurrencies and requiring crypto

The clash between the two financial
hubs came to a head last week, when
they held overlapping fintech confer-
ences. At their event, Hong Kong offi-

to check that would-be buy-
ersunderstood the risks.

The contrasting approaches have
already prompted some to change their
plans. “With the recent policy

a public
on how retail investors could have a
itable d 7 digital asset:
under a new licensing regime. Rules at
present limit crypto trades to institu-
tional investors with a portfolio of at
least HK$8mn (US$1mn).

“I think [Hong Kong] could still
regain that [leading global crypto hub]
status,” said Sam Bankman-Fried, co-
founder and chief executive of FTX. “It’s
absolutely not too late for that.” FTX
quit Hong Kong for the Bahamas last
year owing to the city’s strict Covid-19
restrictions and more regulatory clarity
inthe Caribbean.

In contrast, the Monetary Authority
of Singapore proposed to tighten regula-
tions for retail investors, after years of
trying to attract some of the biggest
names. The “crypto credit crunch” ear-
lier this year revealed companies with
ties to Singapore, such as hedge fund
Three Arrows Capital.

Ravi Menon, managing director of the

‘we will be prioritising
and accelerating our business plans in
Hong Kong over Singapore. Previously
‘we planned to move our headquarters
‘to Singapore, but now that plan is on
pause,” said Adrian Wang, chief execu-
tive of Metalpha, a crypto asset manage-
ment service provider.

Hong Kong’s shift comes despite the
‘ban levied on crypto trading in main-
land China.

“Hong Kong seems to be positioning
itself as a much more open jurisdiction
for crypto trading as compared to Singa-
pore, which is especially interesting in
the context of how hard the mainland
has cracked down,” said Zennon
Kapron, head of fintech consulting firm
Kapronasia.

The city is at pains to emphasise ithas
a regulatory system that is separate
from mainland China. “The key ele-

ments that international investors or development

people come to Hong Kong for is our
international connectivity . . . together

Hong Kong used
a fintech
conference last
week to signal

greater access
Peter Parka/AFPIGetty

with our access to China,” said Christo-
pher Hui, Hong Kong’s financial serv-
icessecretary.

Singapore says it is still “embracing”
crypto but focusing on institutional
markets.

“We are embracing fully the underly-
ing technologies of distributed ledgers
and the potential that they have to
transform financial markets,” said Law-
rence Wong, Singapore’s deputy prime
minister, as he opened itsconference.

Analysts and industry executives said
there would be greater clarity when the
twoities published the final versions of
theirplans.

“Hong Kong's regime will be going
into effect in March, and there’s plenty
of time for singapore to issue similar
guidelines in the first quarter of next
year,” said Vince Turcotte, Hong Kong-
based director of digital assets at Even-
tus.

But Hong Kong’s ambiguity on crypto
may have already cost it as the hub of
choice for companies and executives.

“1 don’t look at the Hong Kong
announcement as anything more than

KIMerging market aept raaea on
international markets has recovered in
price since late last month, sending the
ium in borrowi that inves-
tors demand to hold these bonds above
ultra low-risk assets such as US Treasur-
ies— known as the “spread” — falling.
spreads on emerging market sover-
eign debt on international markets
reached 5.07 percentage points on Mon-
day from 5.77 percentage points on
21, according to JPMorgan’s glo-
bal diversified emerging market bond
index. Itis still up significantly from 3.59
percentage points at the start of 2022.
Turkey, which holds a junk credit rat-
ing, sold its new dollar bonds at a spread
against US Treasuries of 5.61 percentage

Emerging market debt
traded on international
markets has recovered in
price since late last month

points, compared with 6.45 percentage
points for its $2bn dollar bond in March.
Almost three-quarters of the debt was
purchased by investors outside Turkey,
including those in the US, UK, Europe
and the Middle East.

sentiment surrounding emerging
markets has improved as investors bet
the US Federal Reserve’s cycle of rate
increases, which has weighed heavily on
the asset class, will end in the middle of
nextyear. “Into nextyear, a peakin [the
Fed’s main interest rate] will eventually
materialise, which can be a catalyst for
relief rallies in EM,” JPMorgan said in a
notetoclients.

Yet many analysts see arisk of further
flare-ups causing another wave of out-
flows. JPMorgan warned that concerns
over rising interest rates could morph
intoworries about a US recession, some-
thing that could place fresh pressure on
EM assets. Investors have withdrawn
$84bn from EM equity and debt funds
this year, according toits data.

Turkey has also seen investors flee its
domestic markets in recent years over
concerns about the unorthodox policies
pursued by president Recep Tayyip
Erdogan. The country’s central bank,

“We have the whole region waking up to ‘this is whichisin effect controlled by Erdogan,
. real and here to stay’” said Brooks has sharply cut interest rates this year,

been WalIliNg  Engwistle, a senior vice-president at Our global despite inflation reaching 85.5 per cent.
for thiskind  cryptocurrency company Ripple. “But  team gives you The lira has fallen 28 per cent against
2 Singapore has been open for thelast sev- market-moving the dollar since the end of 2021, with
OfPOSIUVQ eralyears, makingall theright movesto  news and views, many analysts saying the decline would
remain the long-term regional or global 24 hours a day have been much more severe if not for
headquarters of choice for fintech and aimed at dying the cur-

for five years’

crypto organisations.”

rencyahead of elections in 2023.

Equities

Blibli stock climbs in $509mn listing
amid Indonesian rush to go public

MERCEDES RUEHL — SINGAPORE
WILLIAM LANGLEY — HONG KONG

Shares of Indonesian ecommerce
company Blibli rese on their debut
after its parent company raised 8tn
rupiah ($509mn), marking the coun-
try’s second-biggest equity listing this
yearasgroups rush to go public.

Global Digital Niaga, Blibli’s owner, rose
asmuch as 4.9 per cent yesterday before
retreating to a 1.3 per cent gain in the
afternoon. Shares were priced at 450
rupiah each, atthe top end of the range.

Indonesia has had one of the most
active exchanges this year, despite vola-
tility in global markets and subdued val-
uations, especially for technology com-
Ppanies.

The Jakarta Composite index is up
more than 7 per cent in the year to date,
compared with a fall of 29 per cent for
Hong Kong’s Hang Seng index and a
20.1 per cent drop for the S&P 500 in the
US. Part of that can be attributed to a
government privatisation drive. The
state-owned enterprises ministry has
said it is planning 14 initial public offer-
ings to help reform the $606bn sector.
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Pertamina Geothermal Energy, a unit of
Pertamina, the government-run energy
group, is expected to list before the end
of the year.

However, technology groups that
have listed are trading below their issue

now 42 per cent lower than the com-
pany’s IPO price. Bukalapak, another
tech company that listed last year, is

down 67 per cent from its IPO price.
Blibli’s free float is about 15 per cent,
low compared with other technology
ies that have listed on the Indo-

prices. GoTo, an Ind ipany
that offers everything from ride-hailing
to payment services, raised $1.1bn in
April.

GoTo, in which Blibli invested in 2018,
also jumped on its debut, but shares are

COUNTDGWH UNTR OPIN

The ecommerce business marks the
IPO on the Jakarta bourse yesterday

nesia Stock Exchange.

The company is backed by Djarum
Group, one of Indonesia’s biggest con-
glomerates, which holds most of the
company. Djarum Group’s businesses
include tobacco, online travel and
supermarkets. It also controls Bank
Central Asia, the lender.

Blibli said in its prospectus that it
intends to use capital from the listing to
pay down debt. The unprofitable online
commerce group doubled its losses in
‘the first half of 2022 to 2.48tn rupiah. It
reported revenues of 6.77tn rupiah over
the same period.

Founded in 2010, Blibli is led by
Kusumo Martanto, its co-founder and
chief executive. It says it has an

Asset management

Tiger Global losses pile up after sharp
tech valuations reset and China rout

ANTOINE GARA — NEW YORK

Losses at Tiger Global Management
continued to mount in October after
the New York-based hedge fund was
buffeted by the whipsawing value of
technology stocks in the US and a sell-
off in China.

The firm’s flagship hedge fund lost
5.4 per centin October, takinglosses this
year to a new low of 54.7 per cent, said a
person with knowledge of the figures.

A “crossover” fund that mixes pub-
licly traded tech holdings without any
hedges and Tiger’s private equity invest-
ments fell 4 per cent in October, putting
year-to-date losses at 44 per cent,
another new low, according to a paper
seen by the Financial Times.

At the mid-year point, Tiger’s flagship
fund had fallen about 50 per cent and
the crossover fund nearly 36 per cent,
the documentsrevealed.

The tech-heavy Nasdaq Composite
gained 4 per cent last month. Tiger
declined

I” strategy
a mixture of offline stores and online
shopping services. It also owns the
Tiket.com online travel agency.

The new losses underscore continued
pressure on Tiger’s sprawling portfolio
of publicly traded and privately held

* FINANCIAL TIMES

tech companies as founder Chase Cole-
man and top executive Scott Shleifer
work to better manage the firm’s risks
and adapt to volatile markets.

Tiger has halted new investment in
China as it awaits further clarity on how
President Xi Jinping will manage the
world’s second-largest economy, said a
person familiar with the matter.

‘Tiger had been reducing its exposure
to China ahead of the Communist
party’s meeting in October, in which Xi
secured a third five-year term as presi-
dent and consolidated power, the per-
sonadded.

The Wall Street Journal reported this
month onthe halt in new Chinese equity
investments.

‘Tiger Global managed about $17bn of
hedge fund assets at the mid-year point
in addition to more than $40bn of pri-
vate equity investments in companies
such as TikTok parent ByteDance,
financial technelogy group stripe and
software provider Databricks.

The hedge fund’s public holdings have
plunged in value this year amid a sharp
reset in public tech stock valuations.
The firm’s private equity holdings have

also been marked down this year.

In its mid-year letter to investors,
Tiger blamed its losses on the negative
impact of high inflation and rising inter-
est rates on tech stocks. It also said
hedges on its public stock portfolio did
not fully protect the fund against rising
market volatility.

China, a source of some of Tiger’s big-
gest investment coups, such as its
investments in JD.com, hasnow become
one of its foremost problems.

Schleifer, head of the Tiger’s private
equity business, helped lead an invest-
ment in the ecommerce company when
itwasa small private start-up, leading to
one of the group’s most profitable
investments.

However, Tiger has been stung by a
sharp sell-off in Chinese stocks. JD.com,
Tiger’s largest public holding as of mid-
year, has fallen 35 per cent this year.

The FT has reported that the New
York-based hedge fund had boosted
exposure to some Chinese investments
in its portfolio this year. 1t added jobs
website Kanzhun and electric carmaker
Li Auto to the 10 biggest holdings in its
publicequities portfolio at mid-year.
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The day in the markets

hat you need to kn

& US stocks climb during midterm
elections and ahead of inflation data
@ Yields on two- and 10-year US
Treasurles fall ahead of datfa release
® Dollar index slips, wiping out earlier
galns as peak Is projected

Us stocks climbed yesterday as the US
midterm elections began and investors
anticipated the release of inflation data
tfomorrow.

By midday in New York, Wall Street's
benchmark S&P 500 was up 1.2 per cent
and the tech-heavy Nasdaq Composite

had rienn 15 nar cant Tha mane camn ae

‘ Dollar index has risen 15% since the start of the year ‘
‘A measure of the US currency against a basket of six peers
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New Delhi’s policy
moves India closer
to East Asia model

Chetan Ahya

Markets Insight

f there were a constant in the
ever-changing world of investing, it
would be investors’ continuing

canrch far tha navt hic thina

supply chains, with India emergingasa
destination of choice.
These forces will integrate India’s fast-

avurinaanrl-farca into tha alahal acon..

alonger growth runway. India’s median
age today is 11 years younger than
China’s.

Broductivity arouwth  diffarantinle
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US voters went to the polls.

The worst outcome for markets would
be if a “few tightly fought races and legal
challenges dragged on”, delaying resulis,
said Joshua Shapiro, chief US economist
at MFR, a consultancy.

But investors were also looking ahead
to the publication fomorrow of October’s
consumer price index, which could show
the impact of successive interest rate
rises from the Federal Reserve.

Higher readings would increase
pressure on the Fed to raise borrowing
costs by 0.75 percentage points for the
fifth consecutive month when if next
meets in December. Officials at the
central bank last week suggesfed,
however, that interest rates could soon
rise by a smaller 0.5 percentage point,
even as the Fed targeted a higher
terminal rate in its fight against inflation.

The data are expected to show
headline inflation increasing at an annual
rate of 8 per cent, down from 8.2 per cenf
in September. Excluding more volafile
food and energy prices, core inflation is

/ \%
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expected to have risen 4.6 per cent year
on year, the same rafe as the month
before.

In government bond markets, the yield
on the two-year US Treasury, which is
particularly sensitive fo interest rafes, fell
0,02 percentage points to 4.69 per cant,
while the yield on the 10-year also
dropped 006 percentage points to 414
per cent. Prices fall when yields rise.

The dollar index, which measures the
US currency against a basket of six peers,
slipped 0.6 per cent, wiping out earlier
gains. The index has risen 15 per cent
since the start of the year, though some

analysts have begun to question how
much further the dollar can rise.

Foreign exchange analysts at
JPMorgan said their bullish view on the
dollar was premised on “two pillars” — a
hawkish Fed and weaker economic
growth outside the US.

Kit Juckes, a macro strategist at Société
Générale, said his conviction that the
dollars rally was “on ifs last legs isn't
being challenged by the current trendless
market”.

Elsewhere, Europe’s Stoxx 600 added
0.8 per cent by the close, erasing earlier
losses. London's FTSE 100 closed flat.

Markets update

us Eurozone Japan UK China
Stocks S&P 500 Eurofirst 300 Nikkel Shanghal
Level 3853.81 1665.54 2787211 730614 306449 11650934
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A cut To ifs outlook weighed on Take-Two
Interactive, the video game producer,
which forecast net bookings of between
$5.4bn and $5.5bn for its fiscal 2023 year,
down from the $5.8bn-$59bn range
stated in August.

The pared-back guidance reflected
“fluctuations in foreign exchange rates,
and a more cautious view of the current
macroeconomic backdrop, particularly in
mobile”, said chief executive Strauss
Zelnick.

The Us-listed shares of electric
wvehicles group Arrival plummeted after it
flagged up issues surrounding its
funding.

Arrival said in July if was reorganising
its business in response 1o a “challenging”
environment that included “supply chain
Issues, an ongoing pandemic, geopolitical
tensions and rising inflation™.

Yesterday's update warned that the
company did “not currently have cash on
hand to fund operations for the coming 12
months™.

Rival Lordstown rallied on news that
‘Taiwan tech group Foxconn was Investing
up to $170mn in the EV manufacturer
through purchasing preferred stock and
18.3 per cent of common shares.

Ride-hailing group Lyft fell sharply
after its number of active riders, at
20.3mn, frailed Wall Street’s estimate by
4 per cent. Ray Douglas

Denmark’s Pandora rose sharply off the
back of third-quarter results that were
“more resilient than expected”, said Citi.

The world's largest jewellery maker
confirmed its full-year guidance after
posting sales and operating profit around
2 per cenf above consensus — “a
respectable outcome given signs of
weakness within the broader consumer
space”, said the broker.

Better than expected results lifted
another Danish company, FLSmidth, an
engineering group that works within the
cement and mineral industries.

Third-quarter earnings of DKr334mn
($45mn) came in 6 per cenf ahead of
expectafions, boosted by a “healthy
backlog and fundamentally positive
market conditions” In its mining business,
said chief executive Mikko Keto.

RBC Europe described the results as
“decent . .. overall", highlighting cash
flows from operations that had turned
posifive during the quarfer.

‘An upgrade to its full-year guidance
sent Qlagen higher, with the diagnostics
company raising Its sales farget fo
$2.25bn, up from earlier goal of “af least
$22bn".

‘What comforted Berenberg were signs
the German group was also relying more
on non-Covid-19 sales, which grew at an
“impressive” 18 per cent in the third
quarter, said analysts. Ray Douglas

A vote of confidence by a boardroom
member lifted Aston Martin, which
revealed in regulatory filings that
executive chair Lawrence Stroll had
raised his sfake in the luxury carmaker to
23.29 per cent.

The auto group is down about 70 per
cent this year, having been hif by supply
chain disruptions that have hindered its
‘turnround plans.

Housebuilder Persimmon sank towards
‘the bottom of the FTSE 100 index after
group chief executive Dean Finch warned
‘that rising interest rates and broader
economic uncertainty were “clearly
Impacting mortgage lending and
customer behaviour”.

Peers Vistry, Taylor Wimpey, Bellway
and Berkeley all refreated following the
sombre update.

Joining Persimmon at the lower end of
‘the blue-chip benchmark was support
services group DCC, which reported
adjusted operating profit of £221mn for
‘the half year, falling short of the £231mn
REC Europe had estimated.

The broker said DCC's “exposure 1o a
squeezed consumer warrants some
caution”.

Coca-Cola HBC climbed after raising its
full-year guidance, with the soft drinks
bottler seeing “limited evidence of
changing consumer behaviour” within its
sector. Ray Douglas

cantas sun s mieas s s
over the past 20 years, and from a
macro standpoint, that story has been
about China.
The unprecedented nature nf its E-
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omy. As it is, India has a hlgh market
share in services exports, and its lead
‘has increased since the onset of the pan-
demic as corporates became more

nomic success led to a fu
Teassessment of how we think about the
global economy. Over the next decade,
while the US and China will remain just
as important to global investors, we
think the ascendancy of India’s econ-
omy will mean it features more promi-
nentlyon their radars.

The key lies in the size and scale of
India’s opportunity set.

We forecast that India will be the
third-largest economy by 2027, with its
‘GDP more than doubling from the cur-
rent $3.4tn to $8.5tn over the next 10
years. Incrementally, India will add
more than $400bn to its GDP every
‘'year, a scale thatis only. by the
US and China. My colleague Ridham
Desai projects that India’s market capi-
talisation will rise from $3.4tn to $11tn
by2032thethird largest globally.

These projections are underpinned
by aconfluence of favourable domestic
and global forces. The most important
change domestically is the shift in
policy approach away from redistribu-
tion and towards ing investment
and jobcreation.

This was evident in the introduction
of the goods and services tax which
creates a unified domestic market;
corporate tax cuts; and production-
linked schemes to incentivise invest-
ment from within and outside India’s
borders. Overlaying this is the
emergence of a multipolar world
where companies are diversifying their

Indla is making elfnrls tn attract
to boost ing

exports. These new factories and offices
will draw more employment into the
formal sector and raise productivity
growth, creating a virtuous cycle of sus-

The economy is projected
to be the third-largest by
2027, with GDP more than
doubling over 10 years

tained growth. Indeed, the shift in
India’s policy approach is moving it
closer to the East Asian model of lever-
aging exports, raising saving, and recy-
clingit for investment.

Against this backdrop, we think that
Indiais entering a phase where incomes
will be compounding at a fast rate ona
high base. For context, India took 31
years since 1991 to raise its GDP by $3tn.
According to our projections, it will take
justanother seven years for GDP togrow
byanadditional $3tn.

To contextualise how important
this development would be for global
investors, the experience of China pro-
vides a useful template. India’s GDP
today is where China’s wasin 2007 —a
15-year gap.

But from an outlook perspective,
India’s working-age population is still
growing, which suggests it will have

raany
should also swing in India’s favour.
Taken together, we think this means
that India’sreal GDP growth will average
6.5 per cent over the coming decade
while China’s will average 3.6 per cent.

China’s industrialisation drive,
which has propelled much of its

over the past 30 years, has been
enabled by a buildout of hard infra-
structure such as roads and railways.
1ndia is playing catch-up and is making
efforts to raise the public expenditure
oninfrastructure.

Digital infrastructure is as important
as the physical kind, and this is where
India is leading and taking a unique
developmental approach.

Unlike other economies where pri-
vate networks have taken root,
India has led in building public digital
infrastructure.

This is based on its unique digital
identification system, Aadhaar. Further
layers are being built, which will lever-
age this digital infrastructure to match
consumers and businesses better, facili-
tate transactions, and ease the cost of
doing business. For instance, the open
network for digital commerce set up by
the government facilitates ecommerce
transactions across a network of buyers
and sellers.

We estimate that India is set to
drive afifth of global growth in the com-
ing decade. We think this offers a com-
pelling opportunity for multinationals
and global investors in a world starved
of growth.

s sasvevssass

Chetan Ahya is chief Asia economist at
Morgan Stanley
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Peerless rapper vents his truth

Kendrick Lamar
02 Arena, London
ek

Ludovic Hunter-Tilney

Kendrick Lamar has gone on tour with
an expensive-sounding English thera-
pist. She is played by none other than
Helen Mirren, whose pre-recorded
voice rang out in the 02 Arena through-
out the set, confronting the Californian
rapper with therapeutic interventions
about his behaviour. Or rather, the
behaviour of his alter ego, Mr Morale,
the central protagonist in the morality
play that hip-hop’s most intrepid star
has devised for The Big Steppers tour.

Its setlist is similar to his triumphant
headline appearance at Glastonbury
this summer, although the staging is dif-
ferent. His festival show was more of a
passion play with Christian themes of
suffering and redemption involving a
crown of thorns and much sacrificial
shedding of blood. In contrast, his tour-
ingshow presents him in a psychological
context involving ventriloquism and
mirrored identities, like an extended
version of the analytic hour. The same
message holds true, however. Whatisat
stake, amid the pyrotechnic explosions
and entertain-us atmosphere of the
arena circuit, is the struggle to be a
better person.

The first of three London dates began
with 11 dancers liningup on a long lit-up
catwalk that extended into the audi-
ence. The men wore black, the women
white. The main stage was concealed by
a set of curtains, like a vast box, which
rose to reveal a scene of darkness. A
lamp suddenly came on, like the flare of
Harry Lime’s match in a Vienna door-
way in The Third Man. It revealed the fig-
ure of Lamar sitting at an upright piano.
He was dressed in black and wore
glasses. A ventriloquist’s dummy that
looked like him was placed on top of
the piano.

His opening number was “United
in Grief”, the first song on his latest

Kendrick Lamar incorporates
ventriloquism into his The Big
Steppers tour — creg Noir=

album Mr Morale & The Big Steppers.
“The world that 'm in is a cul-de-sac,”
he rapped, playing a simple piano mel-
ody that tenaciously picked a way
through aconvulsive barrage of beats.

Then he headed to a microphone
stand on the catwalk stage to perform
“N957, also from the new album, while
holding the ventriloquist’s dummy. Its
mouth moved up and down as Lamar
rapped about social and personal break-
down, a world in which rap celebrity
was portrayed as a false register of
African-American successina material-
isticsociety scarred by racism.

“Can Ivent all my truth?” he rapped.
He had a single glove on his lefthand, a
nod to the complicated entertainment
legacy of Michael Jackson — but alsoas if
the other glove had been cast down asa
challenge. Lamar has taken hip-hop’s
traditional onus on truth-telling, on
keeping it real, and turned it into a
highly stylised act of theatre about self-
understanding. The challenge was will-
ingly accepted by a fervent audience,
who rapped along to back catalogue
favourites such as “m.A.A.d city” and
serenaded Lamar by singing his name
between songs.

The dancers did exaggerated march-
ing on the spot routines, running to
stand still. Occasionally they ringed
Lamar in circles and squares, illustrat-
ing the idea of his being boxed in. For
“Mirror”, he rapped inside an actual
box, which was raised into the air and
filled with smoke. Back on terra firma,
he emerged from it to be presented by
his support act and cousin Baby Keem,
whostood facing him at the other end of
the runway, also dressed in black, like a
mirror image of Lamar. The pair pro-
ceeded to do three of Keem’s tracks,
rowdy affairs that sent the moshpits
intoa frenzy.

A set of backing musicians stood on
one side of the main stage, adding a live
element to the beats, which were both
loud and vividly textural. “DNA” had a
metallicjingling sound, like the bars of a
cage, while “King Kunta™’s funk was
amplified to industrial volume. Lamar
rapped quickly, words twisting and
turning in a rapid cascade of verses, a
quicksilver presence. At times he
crouched down, hand on knee, the
other hand holding the microphone
to his mouth, a rap version of Rodin’s
“The Thinker”.

Lamar’s mix of cerebrality and show-
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manship is d by any of his
contemporaries. “Can you stay out of
the box?” Mirren’s voice asked at the
end. According to this gig, the answer
hastobeyes.

oklama.com

Immanuel Wilkins Quartet
Ronnie Scott’s, London
ekl

‘Mike Hobart

American saxophonist Immanuel

swagger that let the band limber
up and establish the quartet’s aes-
thetic core. Wilkins alternated
precisely syncopated patterns and
scales with quick-fire runs, low-
register growls and phonics. Tho-
mas probed the piano’s middle
range with taut lines, contrapuntal
figures and a series of block
chords. Bass and drums coaxed

American music into an organic
whole. Wilkins stands in the line-
age of Kenny Garrett and John Col-
trane, but he articulates with the

Wilkins is part of a new generation  and cajoled with focus and power.
off from o fidently As the suite unfolded, a bustle of
fusing large chunks of African- rimshots locked into figured bass

and a complex repeating pattern
had a hypnotic effect. The tempo
accelerated, drums rattled and
rolled and then, all of a sudden, sax.

This feisty one-night stand in
London, featuring his working
quartet, was part of an extensive
European tour; the band played
in Warsaw the night before and
were due to fly out after the show
for six gigs in Spain. At Ronnie
Scott’s, across two virtually unin-
terrupted sets, they exhibited the
compressed energy of a band on

“Waiting” from the club’s concert
grand. The pensive motif had a

rhythmic awareness of hip-hop and piano were playing a ballad
and R&B, and pulls the elements ~ with a minor-key theme. As the
together in hi: i y. work p in a continuous

stream, an upscale waltz morphed
into a modern jazz bounce, the
ballad returned, there was a burst
of free jazz and the piece ended
with along, sensuous fade.

The second set was based on the
2020 album Omega. Thomas and
sSumbry both featured on
‘Wilkins’s debut Blue Note release,
and at this gig only Rosato was

theroad. new. “Warriors” opened the set,

The evening began with pianist  followed by “Ferguson” and
Micah Thomas unaccompanied, “Grace and Mercy”. Here they
introducing the central theme of  were conjoined in a continuous

set; once again, duets and trios
emerged, and moods and tempo

gripped, the rest of the band came
on stage after a few minutes.
Kweku Sumbry fired aloose roll of
drums, bassist Rick Rosato alter-
nated counterpoint with swing  gripped throughout.

pper-register tail that  ch d. As before, soloists
Thomas let hang before repeating  probed harmony and rhythm and,
itin a different key. The audi d dbythei it

bry, dug deep and took wing.
The drummer’s rhythmic inde-
pendence and combination of jazz
subtlety and hip-hop power

and Wilkins played with purpose The performance closed with a
and a pithy tone. pulsating ebb-and-flow vamp. A

The seven-part Waiting Suite, ~quiet cymbal ping was the final
based on a collaboration with note before a rapt audience stood
Sidra Bell Dance, is full of twists, andshouted for more.

turns and reintroduced motifs.
It began with a loose-limbed

ronniescotts.co.uk

Saxophonist
Immanuel
‘Wilkins fuses
African-
American music
styles into an

organic whole
Peier Van Breukelen/Rediems

How games became an artists playground

Faber

terus Man is an unlikely

superhero. Sporting spiky

white hair and armour the

colour of muscle and sinew,

he boasts several special
attacks, the least outrageous of which
might be “blood column” or “umbsilical
cord whip”. He gets around riding a
“sanitary pad skateboard” or some-
times the speedier “pelvis chariot”. The
exuberant film clip which introduces
‘Uterus Man froma
fighting game such as Tekken, though I
first encountered him not on my Play-
Station at home but at the Zabludowicz
Collection, an art gallery in north Lon-
don. It is part of a retrospective on Chi-
nese digital artist LuYang, whose work
sits at the fertile intersection of gaming
and contemporaryart.

BorninShanghai in 1984 and based in
Tokyo, LuYang is part of a generation of
artists who grew up with video games
and now deconstruct their themes and
repurpose their visual language. They
show how games are expanding the
horizons of fine art, not just in subject
matter but also by providing new tools
that radically increase the scope and
scaleof what a single artist can create.
The exhibition centres around

Luyang’s half-hour animated film
DOKU the Self, which premiered at this
year’s Venice Biennale and explores
existential questions around reincarna-
tion and the nature of consciousness. Its
multiple characters and high-fidelity
dance sequences might have taken mil-
lions of dollars and a huge team to pro-
duce20years ago, but cannow be made
by a single artist with a modest budget
using game engines such as Unity and
‘Unreal Engine.

whose game-like films are driven by
sci-fi narratives exploring the future of
technology in China, and Ian Cheng,
‘whose work interrogating Al has been
shown at MoMA and the Whitney in
New York.

Down a corridor at the back of the
LuYang exhibition is a surprise: a huge
retro-futurist arcade with a checker-
board floor and pulsing neon lights, con-
taining playable arcade machines made
by the artist. They include a dancing
game and a Uterus Man-themed racerin
‘which you ride a life-size plastic motor-
bike. For a gamer, these experiences
might feel unpolished, but they still
offer a thrilling opportunity to become
an active participant in LuYang’s world
and so grapple more closely with their

i and ideas.

LuYangs stories are
hyper-colourful and
highly camp but still ask
important questions

Theideas are fascinating. The charac-
ters in DOKU are presented as stylish
fighters, but each in fact represents a
different path to Buddhist reincarna-
tion. The videos are great fun and highly
fantastical, but they also engage with
urgent contemporary questions: what
‘becomes of the human soul in a digitally
mediated world? And what is gained
and lost when the body is recreated in
virtual space, when flesh and blood
‘become pixel and polygon? Even Uterus

iif .

https://digital.olivesoftware.com/olive/odn/ftasia/printpages.aspx?doc=F TA%2F2022%2F 11%2F09&ts=20221108203321&uq=20220804 103507

Man is not just played for laughs, but
also prompts questions about gender
and the reproductive system.
Asateenager who grewup with anime
and games, I recognised that these ques-
tions were often present under the sur-
face of convoluted Japanese role-
playing games and sci-fi anime. Yet the
gallery space encouraged me to con-
sider the ideas more profoundly, partic-
ularly in a soul-quieting space like the
Zabludowicz’s main room, which was
once the nave of a Methodist church.
The most joyous quality LuYang bor-
rows from anime is the melodramatic
tone, which enables stories to be hyper-
colourful and highly camp but still ask
important questions. A similar tech-
nique is used by Theo Triantafyllidis,
whose film Radicalization Pipeline, made
using a game engine, reimagines social
media platforms as video game conflict
zones where Trump dobatt]
with orcs wielding medieval weapons.
The artists at the vanguard of digital
art are using software that will only
become more powerful and accessible
inthe comingyears. Their work will give
art-lovers who have never understood
gaming an opportunity to see what
video games have to offer. The reverse is
alsotrue. Atseveral points in the exhibi-
tion, I passed two young women with
pink hair filming themselves dancing to
LuYang’s complex choreography while
listening to his selections of techno-pop.
They seemed delighted to have discov-
ered art that truly spoke their language.

‘LuYang NetiNeti'to Feb12
zabludowiczcollection.com

A still from
LuYang’s
animated film
‘Doku the Self”

Courtesy ofthe aristand
Soce, Barin
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All artists are world-builders in a
sense, creating their own aesthetic uni-
verses with characters, forms and con-
«cerns that recur across their work, but
these tools allow digital assets to be gen-
erated manipulated and reused WIth

fuss. Other arti: i

lar techniques include Lawrence Lek,

Wednesday 9 November 2022
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FT BIG READ. ASSET MANAGEMENT

Turmoil in the UK gilt market is causing investors to review their portfolio allocation. It could lead to
reduced demand for private markets, including infrastructure projects backed by the government.
By Harriet Agnew, Josephine Cumbo and Jonathan Eley

hen UK pension funds

started to buckle under

the turbulence caused

by the Truss govern-

ment’s “mini” Budget
in September, senior executives at
J Sainsbury were takingno chances.

The supermarket group’s pension
fund, which has more than 70,000
members, had weathered the initial
market volatility. But the company,
fearful of more ructions once the Bank
of England stabilisation measures were
withdrawn, hurriedly set up a loan facil-
ity for £500mn.

“We decided to put a short-term loan
in place should [the pension fund]
require it,” said Sainsbury’s chief finan-
cial officer Kevin O’Byrne. “If there was
aspike [ingiltyields] . . . wedidn’t want
them to have to do anything irrational
like selling assets at the wrongtime.”

Intheend, thetrustees did notneed to
draw on the cash. Shortly after the loan
facility was set up, Britain changed

hancellor and the markets stabilised

But the episode illustrates how wild
swings in the gilt markets have taught
UK pension funds an important lesson:
assets that cannot be quickly converted
to cash may deliver higher returns, but
in a crisis pension schemes need assets
they can sell fast.

“There’ll be anew focus on liquidity,”
says Andrew Lewis, chief financial
officer of FTSE 250 aerospace and
defence group Chemring. “Idon’t think
people really understood the liquidity
risk, which is very different from the

Theimmediate impact of the gilt mar-
ket chaoshas been to shine alight on lia-
bility-driven investing, which has
become a widely used strategy over the
past two decades among the UK’s 5,200
defined benefit (DB) pension schemes

Budget set off gilt
— so called because they promise to pay marloet:hans':an
employees’ pensions at a fixed level. The accelerated a
LDI strategy typically uses derivau'ves pension fund rethink

to increase pension funds’

The big pensions rethink
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UK government bonds wlule uffermg
protection against moves in interest

[ Turbulence in the UK gilt market

60/40 model has one of its worst years

Pension funds’ shift into bonds

pivot, equities reprice and inflation
starts to come down. “Bonds and equi-
ties will have a negative correlation

Sonja Laud, chief investment officer
at LGIM, says that a “regime shift” to
higher yields on government bonds
means there is less of a need for funds to
move into illiquid but higher-returning
credit assets. “With yields where they
are now, a lot of government and corpo-
rate bonds will be more attractive.”

Cohen at BlackRock says: “We’re
starting to see a lot of clients talking
about fixed income becoming interest-
i in”

Pension funds pushed into riskier
creditasaresult of the hunt for yield but
now that some sovereign bonds are
yielding 4 or 5 per cent they do not need
to go that far down the risk spectrum.
“What that does to asset allocation
could be pretty profound,” says John
Graham, chief executive of CPP Invest-
ments.

While the next few months look diffi-
cult, pension funds who have a longer-
term time horizon say that they are

both bonds and shares. Cunliffe says:
“Bond yields are at the highest they’ve
been since the global financial crisis and
equity valuations are below the 20-year
average, which is not a bad starting
point. . . to get a decent return in the
nextthree tofive years.”

Driving the economy
Thegilt market turmoil was sparked by
the government and it is a government

plan that could be one of the casualties
of the ensuing fallout.

Kwasl Kwarteng and
Liz Truss's ‘minl"

With DB pensions being phased
out by many companies, the bulk of

rates and inflation, and freeing up cash Yield on 20-year gilt (%) US 60/40 portfolio return per calendar year w:\glned aveflaue iqsset allocation in UK defined benefit pension savings are now invested in
to invest in assets that can generate 50 Since1871C) schemes (% of fofal assets) defined contribution (DC) schemes,
higher returns. mnfﬂ%ﬁgﬂ%gﬁ m I | ‘ 30 WM Equities Bonds [ Other investments where members draw a pension from
But as the dust settles, there are likely 4.5 | 1 00 their individual pot and take their own
to be important reverberations ‘Min’ Budget I )‘ investment risk.
throughout the rest of the investment iz Trass wins 40 | ‘ - 80 The UK government has identified
world. The market chaosis accelerating Tory V L" I the potential of the DC industry, with
the rethink that was already under way = o 35 kb - L 0 €0 more than atrillion pounds of assets, to
among pension funds about the so- fuss e %r;i ) |l | ‘ | I help drive economic growth and the
as
called 60/40 allocation of assets Rishi sunak wins 3.0 T - ‘ 10 40 transition to a green economy. A survey
between equities and bonds, which has AN\ L f Tory leadership ‘ commissioned by the Department for
performed poorly this year. AW~ 2.5 20 r 20 work and Pensions found that two-
And the renewed focus on liquidity 20 . o thirds of DC schemes do not invest in
could reduce the amount that pension T T T T T T T T T T T T illiquid assets, while the remaining third
funds seek to allocate to private mar- Jul 2022 Nov 1880 1900 20 40 60 80 2000 22 2006 08 10 12 14 16 18 20 investless than7 per cent.
Kets — despitea government push to get Sources: Refintity, Robert Shiller online dat; Berenberg researcr; Pension Protaction Fund * 2022 data s YTD retum Inrecent years Westminster has made
them to invest more in infrastructure successive attempts to encourage the
projects. Market participants anticipate  “T'he jssue Attheendof  declined, as higher yields reduce out- “This is an exceptional year for asset  The Bank of schemes to redirect more of their cash
that pension funds will have a reduced R 2021, they were 72 per centallocated to  standing obligations toretirees. allocation,” says Stephen Cohen,headof ~ England stepped  to projects that will help drive the UK’s
appetite for more illiquid holdings, with bonds, 19 per cent to equities and the 1t means that schemesarenowmuch ~ Europe, Middle East and Africa at  into stabilise economy, such as infrastructure
including property and private credit, ivat rest to other investments such as prop-  closer to what is known as “buyout”,  BlackRock. “It’s the end of the Great markets, with projects, tech start-ups and wind farms.
and some may look tosell their stakesin P11V ate erty and hedge funds, accordingtothe  when a fund pays an insurance com-  Moderation,” he adds, referring to the  an official there state-backed pension fund Nest, one
buyout funds. hO]dj_l’lgS is Pension Protection Fund, the lifeboat  pany to take over the pension payout long period of steady growth, falling pointing to of the UK’s largest workplace pension
“In the aftermath of the LDI crisis the . scheme for the sector. This contrasts  promises and the corporate sponsor interest rates and lots of liquidity inthe ~ “poorly sc.hemes‘ls amongthe DC plans plough-
strategic asset allocation of DB schemes that,in with 2006, when they were 62 per cent  offloads the pension fund risk. Thishas  markets. “Conversations with investors d into pri “We think
will change materially,” says Michael times Of invested in equities and 28 per centin  implicati their i are around high inflation, more volatil-  leverage’asa there is room for us to take on more
Eakins, chief investment officer at bonds. “As pension funds get closer tobuyout ity andrisinginterest rates.” cause of the exposure to illiquid assets, particularly
Phoenix Group, one of the UK’s largest ~ StTess, they This trend reflects howregulationand  they will want to have less market risk, In addition to these market forces, turmoil among for younger members,” says Liz
savings and retirement businesses. >, politics have pushed DB pension funds  and higher capital buffers will be there is the war in Ukraine, global pension funds Fernando, deputy chief investment
“They will be less invested in private cantbe out of equities to invest more heavilyin ~ required for their LDI strategies” says  energy and food crises, supply chain dis- ;E’_“;;EJ';':?;:T’ officer at Nest. However, the downside
markets and more in liquid markets like mob]']jsed' bonds, which are considered “safe”  Peter Harrison, chief executiveat FTSE  ruption, and geopolitical tensions scombers of such investments is they could result

bondsand gilts™

LDI managers — such as BlackRock,
Insight Investment and Legal and Gen-
eral Investment Management — are
reducing leverage and demanding that
pension schemes put up more collateral
tokeep the same hedges in place, which
means that there is less spare cash to
investin other assets.

“The issue with private assets is that,
in times of stress, they can’t be mobi-

assets that reduce the risk to the portfo-
lioand sponsoring employer.
An important part of that app

100 asset manager Schroders. Both of
these reasons “will force DB pension
funds to be sellers of s h »

has been the growing use of LDI by pen-
sion funds. But when gilt prices plum-
meted after the “mini” Budget
announcement of unfunded tax cuts,
counterparties made urgent demands
for more cash as collateral to keep the
hedging arrangements in place and the
strategy came unstuck.

The momentum is likely to accelerate
as schemes offload illiquid holdings,
such as private equity and infrastruc-
ture, to position themselves for buyout.

betweenthe USand China.

Historically stocks and bonds were
seldom correlated for long periods, but
this year they have fallen in tandem,
leaving investors questioning how to
balance risks. “The difficulty you have
asamulti-asset investor this year is that
it’s been virtually impossible to find
diversification,” says Jon Cunliffe, man-
aging director of investments at pen-
sions provider B&CE.

in millions of low- and middle-income
savers paying the higher fees that such
projects usually charge, with no guaran-
tee of improved returns.

“Moving into illiquids does come ata
cost, with no guarantee of improved
returns, so you do have to take a leap of
faith,” says Steven Cameron, pensions
director of Aegon, a pension provider
with 3mn customers. He worries that
the recent liquidity crisis in the DB

lised,” says Vincent Mortier, chief Pension funds became forced sellers m"r::mm ::,::T:;i:: The positive correlation between world may give DC schemes pause for
investment officer at asset manager of assets to meet these collateral calls. UK’sdefined the UK, with over equmes and bcmds has undermmed the thought: “Trustees of DC schemes may
Amum‘h “There wﬂl be some new They dumped gilts, causing prices to fall h, whereinves- L he be more wary of going into illiquid

in further, and also slashed their holdings u:us a]locateﬁo per cent to equities, for difficul assets . . . this could impact the LTAF
order to avoldbemgtrapped and having inthe mostliquid securities, suchascor- A trustee at the pension sch f Air-  capital 40 per centto ty because DC trustees might be more cau-
to se]lthmgsm adesperamway purarebunds andequmm bus, the world’s largest a]rcraft ma](er bonds to secure: mcnme and rlsk mlu— you have uuusnow on ﬂhqulds"
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W e Ihe recent LI CTISIS 1S concen-
trated in the UK market, there are wider
ramifications. “The huge takeaway glo-
ballyis liquidity, liquidity, liquidity and

i you canmeet all th

gin calls,” says Peter van Dooijeweert,
head of multi-asset solutions at Man
Group. “Everyone is taking a pause here
to say look, if I can see a major devel-
oped bond market move 15-20 per cent
ina day in the 20-year duration bucket,
I need to make sure that my pension
fund is OK for that.”

Shifting allocation
Asset allocation by the UK’s DB schemes
has shifted dramatically over the past15

years. These funds collectively have
more than 10mn members and £1.5tn

16
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~I'nere’s been more acuvity 1n pen-
sion schemes in the past month than
there has been in the past five years,”
says Alex Millar, head of UK distribu-
tion at$1.3tn asset manager Invesco.

Sarah Breeden, amember of the BoE’s
Financial Policy Committee, said on
Monday that LDI funds sold £30bn of
gilts and raised over £40bn in funds
during the period of market turmoil.
“The root cause is simple,” she said.
“Poorly managed leverage.”

But the ireny for DB schemes is that
while the sharp swings in the gilt mar-
kets wreaked havoc on liquidity, their
overall funding positions have
improved sharply. This is because the
steep rise in interest rates has shrunk
liabilities faster than asset values have

Says IT PIans 1o requce risk and add to1ts
LDI hedge as it moves closer to buyout.
It will gradually reduce its property and
infrastructure portfolios.

‘The UK DB market is now on a £155bn
surplus compared to a £600bn deficit a
year ago, while liabilities have shrunk to

gauon. IUs Deen “a nigntmare for alloca-
tion”, says Mortier at Amundi. “The
60/40 model has been broken for some
time and totally brokenforayear.”

Investment managers do not believe,
however, that the result will be a return
tomost assets being invested in equities
— aswasthe two decades ago.

£1.2tn from £2.41n, to profes-
sional services firm PwC.

Harrison says that pension funds will
become “more circumspect” about
investments in other assets. “The future
fundraising for parts of private equity is
goingtobe much tougher,” he says.

The end of the Great Moderation

Even before the pensions drama in the
UK, institutional investors were already

Amundi says it is seeing more

both acress sectors and beyond devel-
oped markets to Latin America, China
and India. “People are thinking differ-
ently,” Mortier says. Instead of thinking
in terms of equities and fixed income,
investors are thinking about “risk fac-
tors” that cut across asset classes.

He believes that 60/40 will “make a

FINANCIAL TIMES

back” next year as central banks

asa
multi-asset
investor
this year is
thatit’s
been
virtually
impossible
todiversify’

While DC schemes have a long-term
time horizon, they offer daily pricing to
allow investors to transfer in and out of
funds at will using up-to-date valua-
tions for those assets. This could behard
to square with the government’s push to
encourage more investment in inher-
ently hard-to-sell assets, which are val-
ued farless frequently.

Others worry UK political turbulence
has become an obstacle. LGIM’s Laud
says: “If you want to attract private capi-
tal you have to provide certainty that
theregulatory framework is not going to
be subject to random change and reas-
sure investors that economic considera-
tions of these projects won't be derailed
by the political outlook.”

Additional reporting by Adrienne Klasa
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“Without fear and without favour’

Europe should not be complacent on energy security

The continent may avoid
the worst this winter but
next year looks troubling

Not so long ago, apocalyptic forecasts
abounded on the outlook for European
energy supplies this winter. Now it
seems the worst-case scenarios for
widespread blackouts and rationing
may have been averted. Natural gas
prices have fallen sharply from an all-
time peak in August. The EU’s gas stor-
age has been filled to 95 per cent capac-
ity. An unusually mild autumn has
helped. Fears that Europe might run
short of energy reserves to get house-
h d i hrough th
months have been assuaged by rapid
action to build up stocks, boost effi-
ciency and procure alternate supplies.
But the region is not out of the woods
yet. Getting through winter 2023 could
b hall

ft.com/opinion

Europe must not be lulled into a false

sense of security. This time next year,
storage sites may only be 65 per cent
full, given the difficulties it could face in
refilling them from the spring, accord-
ing to the International Energy Agency.
For starters, weather conditions could
quickly turn and deplete stores. There
may belittle orno Russian gas torebuild
reserves too. Before Vladimir Putin
reduced exports to a trickle in Septem-
ber by indefinitely closing Nord Stream
1— the main pipeline carryinggas from
Russia to Europe, Russian gas had been
important in meeting storage targets.
The EU has also replaced missing Rus-
sian pipeline gas with bountiful imports
of liquefied natural gas so far this year —
including from Russia, albeit from a low
base. This has been made possible by
weaker demand elsewhere. China is a
big gas guzzler, but weak economic

‘With planned increases in global LNG
export facilities not set to come into
operation for a few years, Europe should
expectstiffer competition for the gas.
Non-Russian gas supplies — including
from Norway, Azerbaijan and Algeria —
have also helped to plug the shortfall.
But there may be limited scope to
extract more from these sources. With
the French nuclear industry beset by
maintenance issues and little political
desire to boost fossil fuel generation,
banking on alternative EU energy
sources would not be wise either. Alto-
gether, supply uncertainty and ample
demand means European natural gas
prices are still projected to be higher
than current levels toward the end of
next year, and are expected to remain
well above prewar prices for a while.
The many risks to energy security

activity linked to its Covid lockd

have curbed its appetite for now. If its
LNG imports rebound, China could
absorb a significant amount of the
expected increase in supply in 2023.

nextyear: ts need to bered

bled to avoid shortfalls next winter.
Faced with uncertainty over supply,
industry in particular is struggling to
plan ahead. The rapid deployment of

renewable energy, heat pumps and
energy efficiency measures will remain
important, along with strengthening
initiatives to constrain gas demand.
Many governments have so far favoured
price caps to cushion the high cost of liv-
ing, but they dull incentives to reduce
gas consumption. Some EU nations are
also pushing for a misguided price ceil-
ing on gas imports, which might simply
drive gas cargoes away to better-paying
buyers elsewhere.

The continent has made enormous
progress in adapting tolife without Rus-
sian energy insuch a short space of time.
Russian pipeline supplies now only
account for 9 per cent of EU supply,
down from 40 per centlast year. But the
tighter, pricier energy market has
caused significant damage: factories
have closed down and households are
suffering a drop in living standards.
Such efforts and sacrifices have been
hard but they will intensify if the conti-
nent comes up short next winter. Now is
not the time for complacency.

Opinion Science

Renewables future may be
blown oft course by ill winds

Anjana
Ahuja

e tend to think of

an extreme weather

event as a moment of

high drama. It is the

waist-deep flood, the
perishing heatwave or the famine-
inducing drought.

One climatic extreme, called a
wind drought, has largely escaped
attention, perhaps because it is the
very absence of drama. A wind
drought — a prolonged period of
slow wind — happened in Europe in
summer 2021, with some countries
recording their lowest wind speeds for
decades.

The slowdown may have been due
partly to natural variability but also
tallied with predictions that climate
change will cause wind speeds to drop
over the long term, a ph

that were 20 per cent slower than the
annual average (the UK average is just
under nine miles an hour).

Low winds are becoming a specific
climate-related challenge for Europe
because of the i i i
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Here’s how regulators and the regulated can stress test scenarios

In her Markets Insight column on
financial regulation (Opinion,
November 2), Laura Noonan explores
some of the limits of stress tests which

and insurers to undertake reverse
stress tests and scenario analysis that
test their business plans to the point of
failure. These complement the more

thinking the unthinkable and, having
done so, considering what action to
take.

All this is of course easier said than

as a whole. However, difficult as it may
be, reverse stress testing does in my
view give regulators and the regulated
a foundation on which they can build.

are based on “severe but plausible” familiar “severe but plausible” tests. done. The challenges of designing a One final observation. It also bears
scenarios. Time and again financial If the results identify a risk of system-wide reverse stress test would remembering that circuit breakers are
markets produce shocks that would business failure that is unacceptably e huge, given the number of possible a strength of the system rather thana
have been considered “implausible” high relative to the firm’s risk appetite, | scenarios, the diverse range of market weakness. They are one of a portfolio
until they materialised. The issue is it should take action to mitigate that participants, gaps in the data and of tools — alongside stress testing —
how do we “think the unthinkable” risk. This does not necessarily mean challenges with modelling market helping to reduce risk in the financial
and, having done so, act on it? that the firm should hold even more sentiment and how different system and to respond to disruption
Part of the answer is already in the capital — other mitigants, such as participants may react. when it (inevitably) occurs.
Prudential Regulation Authority’s better controls or changing the It would also require regulators to David Strachan
“rule book” and supervisory business or funding mix, may be more have, either implicitly or explicitly, a Partner, Risk Advisory, Deloitte
statements. The PRA expects banks effective. This should result in firms risk appetite for the financial system London EC4, UK
In Thatcher’s day Britain BANX ‘Why Moritz’s stance on An Iranian’s cri de coeur
embraced US budget ideas [ PoLling California taxis abitrich | gy 50 days now, internet access has

‘You refer to the “eye-watering
decisions” and “painful cuts” envisaged
in chancellor Jeremy Hunt’s upcoming

dependence on wind power. This
month, arrecord 20GW was generated
in the UK in a half-hour period from
both onshore and offshore wind,
accounting for 53 per cent of the
National Grid’s output.

Power generated is proportional to
the cube of near-surface wind speed,
meaning even a modest slowdown
can have a significant impact. This
mathematical truth was reflected in
energy company statements around
the time of 2021’s wind drought: SSE
in the UK and Orsted in Denmark
blamed, in part, the limp breeze
for shortfalls in energy production
between April and September last

year.

“These wind droughts have high-
lighted a new resilience challenge
for energy operators,” says Hannah
Bloomfield, aclimate research analyst
at Bristol Unir ity, who studies the

known as “global stilling”. As wind
power spins its way into the European

Energy operators will
need to plan how to keep
the lights on ir
affected by ‘global stilling’

1 countries

energy mix, operators will need to
plan how to keep the lights on in a
warming world girdled by lazy winds.
Europe is blazing an unfortunate
trail when it comes to climate change.

A vannart rorhlichad Tnct uraals her tha

impact of meteorological phenomena
on energy generation. “Everything we
build depends onthe weather.”
Bloomfield points out that wind is a
complex phenomenon and accurately
attributing an anomalous year is
not easy. “The big buzzword is global
stillingand it might be playing a part,”
she says. Some of the most pro-
nounced “lowwind events” have come
over the past decade, “but the year-to-
year variability is also very high.”
Different climate models, she has
found, also disagree about whether
warming will ultimately increase or
decrease wind speeds overall. The

Vav maceama Dlaamfiald cave e

(“Hunt eyes election
‘war chest with options for finding
£50bn saving”, Report, November 2).

Thope the new Conservative
leadership will embrace better systems
of public spending management and
control than the Treasury’s traditional,
‘blunt, across-the-board “percentage”
methods.

Back in the early 1970s we borrowed
techniques from the US Bureau of the
Budget (later Office of Management
and Budget) called PPBS (a planning,
programming, budgeting system) with
some success, at least for a time.

" 1M JUST MAKING SURE
Yov'RE NoT cHEATING *

1t’s a bit rich for Mike Moritz (Opinion,
FT.com, October 11), when discussing
plans by Lyft, the San Francisco-based
ride-sharing company, “to engineer a
‘bailout paid for by Californian
residents” to accuse others of
self-interest when advocating against
a small tax increase on billionaires

like himself.

He and other billionaires who have
poured money into stopping this
Pproposition, appear to have fallen prey
to the fallacy that keeping their taxes
low is of the highest public interest.

Moritz would like us to think that the
flight of Charles Schwab, an 85-year old
billionaire and Republican super-
donor, to Palm Beach, Florida, is a
matter of concern that

This involved
ing and

of all departmental functions and
objectives and led to a distinct
rebalancing process between the
ever-swelling public sector of those
days and the private sector, and —
eventually — to the unravelling of most
of the state’s massive and stagnant
industrial portfolio.

It also created stronger pressure to
make “efficiencies” and gradually
curbed civil service numbers.

1fear there are signs of returning to
cruder methods in the present
emergency — which experience tells
S cause maximum pain, allow too
much of the public sector to just go
on growing and have the least
effective impact.

David Howell
House of Lords, London SW1, UK

Victorian economy’s debt
to Slave Compensation Act

of employment practice at the time
and indeed the source of the capital
that made it all possible. There is
certainly something to be said for the
government to pump billions of
pounds into the economy to get it going
again and to project the debt almost
200 years into the future, but
politically I can’t see that policy gaining
traction with today’s narrow-minded
political elite.

David Sproxton

Bristol, UK

One critical factor omitted
in this inflation analysis
Ruchir Sharma is correct to suggest
that we should at least entertain the
possibility that a recession is not
inevitable (“Economists see recession
coming, so maybe it’s not”, Opinion,

November 7). Itis always wise to allow
frrtha s

A and on

trumps all other priorities.

Even though some billionaires in
Moritz’s social circle seem to have left
California in a huff, studies by
researchers at Stanford have
repeatedly shown “little migration
response to changes in top tax rates” in
California.

Despite three tax increases over the
past decade, California is now home to
twice as many people who earn more
than $2mn a year of taxable income,
and they are collectively earning three
times as much taxable income. Even
after the work-from-anywhere
revolution brought on by Covid-19,
California, at the end of 2021, was
home to more people who earn more

$2mn a year than before the
pandemic in 2019.

Moritz is a generous philanthropist
and a visionary businessman.
Unfortunately, he will now forever be
known as the anti-tax billionaire who

ctammad Mk F—

been limited to national government-
approved sites in Iran. International
pages such as WhatsApp, Gmail and
even GoogleMaps are all banned.

Thanks to VPN providers the
coverage of the recent movement in
Iran is communicated and, after the
war in Ukraine, the unrest in Iran
remains one of the top news stories.

“Yes, Iranians are simply asking for
basic human rights, again — including
the right to life and liberty (Report,
November 7).

Iran’s situation on the one hand is
very similar to Ukraine’s; people are at
war! But a war with their own regime —
the Islamic Republic. Reviewing the
background to the current crisis, you
could say that extremists colonised
the Iranian people with propaganda
and they are still in power — after
four decades.

For Iranians, however, this is not the
first time people have been protesting
against the Islamic Republic. During
the past 43 years, the regime has
used extreme violence against any
opposingideas.

This time, however, is different in
many respects. The biggest difference
is the leading role being played by
women.

They were oppressed for all these
decades, and now they have become a
symbol of human rights.

While the nature of the protest has
changed, the regime’s attitude and
reaction have remained completely the
same: ignorance and killing!

What the powerful authorities of the
political world might consider,
especially the western sympathisers of
Iran and Russia, is that these two

rmrna_rhanming ail neadunars ava
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1 rUpU s pusLeCG sas Lo Uy
World Meteorological Organisation
concluded that the continent is
warming twice as fast as the global
average, with an increase of 0.5C per
decade over the past 30 years, oom—
pared with 0.2C a decade el

nuy smssary,
not that wind power is a mistake but
that infrastructure planning needs to
accommodate any fluctuations.
Future-proofing energy supply
while meehng climate nb]ectlves
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I'read with interest John Warren’s

This accelerated warming has been
ascribed to superfast Arctic heating—
and the same process may underlie
the unusual wind patterns identified
in the European State of the Climate
2021 report earlier this year.

Global winds are driven by temper-
ature differences between the poles
and the tropics. The larger the differ-
ence, the stronger the winds. The
Arctic is warming faster than the
equator, narrowing the temperature
difference —which, in turn, is weaken-
ingthejetstream.

Parts of northwestern and central
Europe, the report noted, saw some of
the lowest annual average wind
speeds since 1979, with some regions
showing drops of 10 per cent on previ-
ous years. Ireland, the UK, Denmark,
Germany and Czechia were hit hard;
in the third quarter of 2021, the UK
and Ireland had prevailing winds

Wednesday 9 November 2022

means ng supply,
wind, solar, geothermal and nuclear;
developing better storage options;
applying long-term weather forecast-
ing to the energy sector; and building
more electricity interconnectors, the
high-voltage cables that link the grids
of different countries and allow energy
tobeimported and exported (the UK,
for example, has seven as of March
2022, including to France, Belgium
and the Netherlands).

The spectre of wind droughts, which
will also make heatwaves harder to
bear, shows that no continent can
fully insulate itself from the ill-effects
of climate change.

in today’s wurld of gmwmg and

letter regarding Victorian industrial heightened uncertainties.
productivity in last Saturday’s FT still, his analysis of the factors
Weekend (“Harking back to the impacting inflation is notable by the
good old days of productivity”, 'omission of one critical consideration.

5). Corporations now operate in the

‘What he doesn't mentionisthatthis | context of the massive market

is the period during which the British consolidations that have taken place in
government pumped roughly 40 per recent decades. Such consolidation
cent of the its budget into the economy bestcrws additional extractive
through the Slave C ion Act of ility on cor ions, in terms of
1837, giving about 40,000 slave owners enham:ed pricing power that is an
large amounts of money which they enabler of their pursuit of profit
reinvested into the Victorian economy. | maximisation.
This is what supercharged the As financial markets continue to
“productivity” of that period. Cheap, exert pressure on corporations to
abundant, union-free labour and maximise shareholder value, boards
non-existent health and safety laws and executives may feel that they have

enabled industrialists to capitalise on
this massive cash injection into the
economy, resulting in much of what we
see still in our major cities today. Who

The symbols of global failure on this cared about how many people were scenario, i ¥ are less antine” as a normal
crisis multiply: the waist-deep flood, killed building railway tunnels or likely to substantially recede, with part of life under China’s Communist
the perishing heatwave, the famine- massive ships when there’s money to impacts on the likelihood party rule? Another cultural
inducing drought — and now the ‘be made? of a recession. revolution, in fact? Different only in
stilled wind turbine. ‘Warren’s line that “it is clear we Professor Louis Brennan degree from treatment of the Uyghurs.

could do more to emulate past Trinity Business School Eric Chalker
The writer is producti ignores both the horrors Trinity College Dublin, Ireland Tonbridge, Kent, UK
* FINANCIAL TIMES

little option but to continue to exercise
that pricing power to the maximum
extent possible, even if wage growth
were to mnderate somewhat. In such a

T,
$100bn to clean their air, fight
catastrophic wildfires and prevent
devastating climate change.

Sky Brown

Program Director, IE United

Ontario, CA, US

‘With Covid, did China get
exactly what it wished for?

Thank you Thomas Hale, for giving us
such a riveting insight into China’s
Covid lockdown regime (“Ten days in a
Chinese detention centre”, Magazine,
November 5).

on the face of it, the policy is absurd.
Am I the only one to think it is rather
more sinister than even he portrays? Is
it not possible that what began as a
misjudged response to the virus has
transmogrified into a long-term
methnd of coen:mg the population into

Ba Cunugug v prouaces ai
creating instability regionally and
globally, while innocent victims in Iran
and Ukraine are paying the price with
their blood, and the west does nothing.

Isit not time to reconsider this
approach, otherwise we risk further
violence potentially leading to conflict
and possibly even another world war
disaster?

Mahsa Reihani
Tehran, Iran

Even Caravaggio drew line
under creative destruction

1found Jemima Kelly’s article (“The
case for creative destruction”, Opinion,
November 3) insightful and
challenging.

The theme is of course not new.
Michele Placido’s new film Caravaggio’s
Shadow, set in around 1610, tackles the
problem in a thought-provoking way.

Today, thankfully, we can still see
Caravaggio’s “Death of the Virgin”
which luckily escaped creative
destruction.

Alastair Fraser
Milan, Italy

Opinion

Putins nuclear threats may hint at an electromagnetic pulse strike

Roger
Pardo-Maurer

o far, Russia’s threats of esca-
lation against Ukraine have
been largely interpreted as a
veiled reference to the use of
traditional nuclear weapons.
But thereis another tool which Vladimir
Putin may be considering: a tactical
electromagnetic pulse, or EMP, strike.
These weapons — designed to create a
powerful pulse of energy which short-
circuits electrical equipment such as
computers, generators, satellites,
radios, radar receivers and traffic lights
— could disable Ukraine’s military and
civilian infrastructure at a stroke and
leave the country without light, heat,
communicationsor transport.

EMP attacks have been explained,
and clamoured for, on Russian state TV
talk shows. A Russian colonel has dem-
onstrated on air, with maps and charts,
how such a blast over the Baltic Sea
might work. It may be that Putin and his
generals have been warning us about
this possibility all along, with their enig-
matic threats to unleash unspem-
fied “military-technical measures”.

Aftactical nuclear weapon used to cre-
ate an explosion would most likely be
ineffective against the mobile, dis-
persed combination of guerrilla and
conventional warfare that Ukrainians
are deploying. But the use of a nuclear
weapon for electromagnetic warfareisa
different matter. The signature of this
type of attackwould not be afireball and
mushreom cloud but a weird electric
blue medusa orb pulsing directly over-
head, followed by silence. At that alti-
tude, the sound will not carry.

Arelatively small nuclear EMP, easily

deployed at high altitude by Russia’s
hypersonic Zircon cruise missiles,
might not destroy any buildings or kill
anybody. Butit could permanently disa-
ble electrical circuits over thousands

America and its allies are by
no means oblivious to the
dangers, but they have not

war-gamed this properly

of square miles of Ukrainian territory.
Virtually all the defence equipment sent
by Nato allies to Ukraine — such as
radios, GPS navigation and aerial drones
— are dependent on electronics, if not
for uperatmns. Lhen for deploy'ment
The lin-

three months. However, itis likely that
Russian information operations on the
ground would also be affected.

The US and its allies are by no means
oblivious to the dangers of an EMP and
most mili
inbuilt delenoe against this eventuahty
But a strike would create a new bat-
tlespace that negates the superiority of
our information systems. We have not
war-gamed this properly.

In Kherson, for instance, a tactical
EMP could disable the systems that
operate the region’s dams, clog high-
‘ways and bridges with miles of disabled
vehicles and leave the civilian popula-
tion struggling for food and heat. In the
aftermath of a successful EMP strike,
‘Ukraine would have to pause fighting to
restock its ruined arsenal. Putin could

gering eleclrnmagnenc effects of a
strike could destroy 90 per cent of the
satellites over the afflicted zone within

rebuild and resupply his
forces and seize the newly depopulated
areas during a spring offensive.

‘What is perhaps most concerning is

that Russiaand h h diffe

approaches to these weapons. Under
Russian military doctrine, EMP strikes
are a branch of information, cyber and
electronic warfare rather than nuclear
warfare. This lowers the bar and may
render EMPs even more tempting to
Putin’s beleaguered generals.

So, what next? First, we must warn
Russia that an EMP strike against
Ukraine, even if localised, would cross
the nuclear threshold and trigger a col-
lective defence response from Nato. The
unpredlmble eﬁem of spillover on the

atellites

and downwind populations should suf-
fice as a rationale for invoking Article
Five (Nato's collective defence clause).
Second, weshould help the Ukrainian
military prepare. An EMP strike is sur-
vivable. We should support them in con-
ducting live EMP drills with the partici-
pation of the civilian authorities. The
Ukrainian people need to be educated

about how to mitigate and overcome
such an attack, including by stockingup
on analogue radios, flashlights and bat-
teries. Preparation, fortitude, ingenuity
and self-reliance are already qualities
with which Ukrainians have distin-
guished themselves in this war.

Finally, we must rethink our objec-
tives. If Putin is contemplating the use of
atactical EMP, then what is at stake is
not just Ukraine’s liberty but the future
of warfare. If we yield to the Kremlin’s
nuclear blackmail, there is a risk other
countries will follow its lead: China and
North Korea already have EMP capabili-
ties. The situation in Ukraine offers a
keyhole glimpse to a potentially more
dangerous and uncertain future. We
cannotafford tolose this fight.

The writer is a US Army Special Forces
veteran who served in Iraq and Afghanistan
and a former deputy assistant secretary
9

Delay makes
climate action
more urgent

Martin Wolf

A huge acceleration in investment
is necessary to help emerging

and developing nations

he priority of COP27 in

Sharm el-Sheikh is to

ensure a continuation of life

onthis planet aswe know it.

‘Yet someargue that the goal

of limiting the increase in temperatures

above pre-industrial levels to the

recommended 1.5C should be declared
dead: itisnolonger realistic.

Adapting our goals to our failuresis a

under “business as usual”; only some
40 per cent of thisshortfall is covered by
(doubtful) commitments; progress
towards making new net zero commit-
ments and putting them in law has
slowed; and the likely cumulative emis-
sions of China, India and the high-
income countries over the next half cen-
tury will more than exhaust the residual
glnbal carbon hudget rendering large-

defeat. If we fail to reduce
faster, we willend up having to spend far
more on adaptation. We will also have to
discover ways of removing vast quanti-

rbonremoval i
We are in sum all too likely to fail. The
biggest difficulty of all lies in emerging
and developing countries. How is the

ties of carbon from the atmosphere. We
may even have to adopt the fraught
option of geoengineering. True, some,
perhaps even much, of this might
become inescapablein the end. Indeed,
adaptation already is, as Pakistan’s flood
disaster shows. Yet we must stop
pouring greenhouse gases into the
atmosphere. This remains a priority.
Again, some argue that those who
have made free use of the global carbon
sink for up totwo centuries owe repara-
tions to those who have not. The dispar-
ity in cumulative emissions per head is
stark indeed. Yet once again, diverting
attention from the priorities of today to
compensation for injustices in the past
will lead notto action but to endless and

their need to
be combined with containing and ulti-
mately eliminating emissions of green-
house gases? Solving that challenge is
nota sufficient condition for global suc-
cess, but it is certainly a necessary one.
In the high-income countries and
China, the challenge, albeit huge, is one

Today’s high-income countries have Staying within the global carbon budgetis : A ‘big-push’ investment strategy on
emitted far more per head than emerging : likely to require huge carbon removals conventional market terms would create
and developing countries Cumulative GICO, emissions (2022-70) inable debt for d ing countries
Cumulative CO, emissions per head until 2021 800 ; Average developing country debt projections ()
Available 700
emissions for RoW fo remain et LT
within 1.5C frajectory - 600 ; 120
- - - 500100
—— 400} 80
300} 60—
200! 40 Baseline
100} 20
r T T T 0 0— T T T T T |
Developed China  India  Tofal* Remaining Possible 2020 2005 2030 2035 2040 2045 2050
o 200 400 600 800 1,000 1,200 budget removals o o
‘Source: Energy Transitions Commission Source:Energy Transitions Commission *Chin,
peratelyneeded flows of private capital. ~ world will need to mobilise §1tnayear — and developing countries, other than  alistic. It is not. The bulk of the addi-

In brief, to achieve the necessary

in emmal finance for emerging and

transformation in and devel-
oping oountnes, there must be a huge

of politics and policy. In P in a parallel
countries itis also one of access tute(‘.h surge in exlernal prlvate finance, a
nology and finance. This is di d in d role for
the report of the Energy Transitions multilateral development banks, a
Commission. It is also laid outin detail ~ doubling of concessional finance from

in Finance for Climate Action, which
comes froma high-level expert group.
The problem is soberingly clear. we
have a global challenge that can only be
solved with huge investments. notably

high-income countries by 2025 over
2019 levels, and i inative ways of

ies, other than China.

Thisis not about the $100bn ayear that
the high-income countries promised
and have so far failed to deliver. Thisis
about something far bigger than that.

‘Without all this, the targets laid out in
the Paris agreement and Glasgow pact
will not be achieved: they will be

managing the debt problems of develop-
ing countries. In round numbers, the

some in the high-income
group, frightened by these sums, may
hope that these countries will spend less
and erow less. But. auite apart from

China, will need to spend some 4.1 per
cent of GDP on a “big-push” investment
strategy in sustainable infrastructure by
2025 and then 6.5 per cent of GDP in
2030, up from 2.2 per cent in 2019. This
will demand radical policy reforms,
notably elimination of distorting subsi-
dies to fossil fuels and carbon pricing.
One way to achieve the latter might be
to maintain domestic prices of fossil
fuels at today’s high level as and when
world prices fall. A substantial part of
the needed additional financine. per-

tional external finance will come from
the private sector and more imaginative
use of the balance sheets of MDBs. The
high-level group does recommend that
annual bilateral concessional finance
for climate should rise by $30bn by
2025. But this would be a mere 0.05 per
centof the GDPof all rich countries.
Nobody can reasonably argue this
would be unaffordable. Rather, it is not
doingso thatwould beunaffordable. we
arerequired to fight a war we just have
to win. We cannot afford. nracticallv or

https://digital.olivesoftware.com/olive/odn/ftasia/printpages.aspx?doc=F TA%2F2022%2F 11%2F09&ts=20221108203321&uq=20220804 103507
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unproductive disputes. (See charts.)

So, what needs to happen if we are to
hope even to stay close to the agreed
temperature ceiling? The Energy Tran-
sitions Commission presents a sobering
picture: by 2030, annual CO, emissions
need to be 22 gigatonnes lower than

in new energy systems. But our capital
markets are fragmented by country
risk. The only solution is for rich
countries to underwrite a substantial
part of that risk by providing conces-
sional finance, both bilaterally and mul-
tilaterally, thereby promoting the des-

All pages from Financial Times (Asia), Wednesday, November 9, 2022

being unconscionable, this would mean
continuing growth along today’s
destructive path of high emissions and
large-scale deforestation. The more
transformative and more generous path
is that of rational self-interest.

The needs are indeed huge. Emerging

haps as much as half, would, itis hoped,
come from domestic resources. But a big
part must come from external sources,
via public and private partnerships that
makethe needed flowsavailable.

‘Yet, as soon as all this is spelt out, peo-
ple are likely to conclude that it is unre-

morally, to leave a world with an irre-
versibly destabilised climate to the
future, possibly even the near future.
‘We should not give up without trying. At
COP27, we must do so, in earnest.

martin.wolf@ft.com

Helen
Thomas

ive me a break”, said the US
president last month.
“Enoughis enough.”
There is nothing wrong
with getting a fair return,
argued Joe Biden. But with profits soar-

hov-

Mining isn't living up to its own hype

spending cautiously on a product that
the world has said it ultimately doesn’t
really want. The president’s comments
reflected the political realities of high
prices at the pump and the midterm
elections. But investment in oil extrac-
tion is close to that suggested by a genu-
ine path to net zero, according to the
International Energy Agency, despite
the unfortunate fact that climate poli-
cies and spending on green alternatives
are lagging behind.

In mining, the reverse is true. Any
sector boss will happily tell you that the
sector is crucial to meeting global cli-

ing, he was fed up wi
elling money to their shareholders
rather than increasing investment in
what the country needs. Biden was talk-
ing about US oil and gas drillers. Some-
one, somewhere should be talking to the
world’s biggest miners.

The nonsense of energy’s Biden issue
isthatthe oil and gas majors are already

. The electrification, renew-
ablesand storage required in the energy
transition will vastly increase demand
for copper, nickel, cobalt and lithium —
which the industry likes to call “future-
facing commodities” to distinguish
them from the dirty but lucrative stuff
of their past and present. Take copper:
global demand could double by 2035,

compared to 2021, atrebling

d for seven years, according to

of usage in energy transition markets.
By then, according to S&P Global, need
could outstrip supply by 9.9mn tonnes a
year. There have been vanishingly few
substantial copper mines built in recent

‘years. But you would need more than 30
of Anglo American’s new Quellaveco
mine in Peru to fill that gap.

Justa few months ago, there was excit-
able talk about a new metals super-cy-
cle. But miners aren’t spending like it.
Expansionary capital expenditure (as
opposed to maintenance spending) by
the biggest companies has been

BMO Capital Markets. In the same
period, their Ebitda has more than dou-
bled. Thatput growth i

harder to mine. More fundamenmlly.
standards around the envir

cost, say, $10bn to build. But as invest-

impact of mining have rightly risen, as

than a tenth of earnings last year, says
BMO, compared to the fifth or higher
routinely seen in the China-driven
‘boom of the 2000s.

Nor are companies looking terribly
hard for the fresh sources of metal they
say the world desperately needs. Explo-
ration spending on non-ferrous com-
modities is still half its 2012 peak, says
S&P. More than half those dollars are
looking for gold, rather than key battery
metals. So-called grassroots explora-
tion, rather than looking around exist-
ingsites, remains close to a record lowas
ashare of overall spending.

The miners point to factors beyond
their control. High inflation doesn’t
help, nor the recent drop in commodi-
ties prices as economies have wilted.
Deposits are generally lower grade, or

* FINANCIAL TIMES

have the exp of what it means
for communities and nations. Approv-
als and permits that once took three or
four years now take decades. It meansa
greaterrisk of shortages, or that gaps are
filled by centrally planned economies
willing to invest now. Despite much talk
about securing supplies of critical met-
als, senior industry executives fresh
from meetings in Washington say this
dynamic is not widely appreciated in
policycircles.

The truth is the industry is also para-
lysed by the last super-cycle’s bust. Min-
ersaren’t trusted to build or encouraged
to explore by investors, who fear deliv-
ering metal into a downturn or splurg-
ing billions on ever-trickier projects.
The post-crisis mantra of “value over
volume” has served investors and com-
panies well. A new copper mine might

ment has d, the six biggest min-
ersreturned over $60bn to shareholders
in2021 in dividends and buybacks, and
will do nearly that again this year.

One solution could be a structure
“that encourages the industry to part-
ner with their customers”, says Chris
LaFemina at Jefferies, sharing project
risk but locking in pricing. That will be
anathema tosome in a sector wedded to
floggingatthe prices set by markets.

But the miners appear stuck,
hemmed in by tougher regulation, wit-
less policymakers, troublesome geology
and the short-termism of investors ter-
rified by the next cyclical dip. The result
is that the industry is talking a good
game onits crucial role in providing the
metals for energy transition, but isn’t
investing to match. As a future presi-
dentmightsay, enoughis enough.

helen.thomas@ft.com
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Shipping rates: tack talk
Affer a stratospheric rise in confainer rates during the pandemic years, these have reversed sharply in 2022.
Investors had doubted the longevity of this rafe surge for some fime, as revealed by the low valuations of the
largest listed shipping companies. Industry leader Maersk dominates East-West routes.

Container shipping rates
40" standard dry Far East fo Europe
($'000)

Lyft:
hail and farewell

Lyft talks up the virtues of its pure-play
business model. Unlike larger rival
Uber, which delivers people, meals and
shopping, Lyft just does rides. It
connects passengers to drivers,
focusing mainly on the US market.

Lyft should have an edge asa
localised and focused company with
fewer business lines eating up capital,
But ride-hailing businesses rely partly
on network effects. Having more riders
and drivers leads to a more efficient
system. This means size still matters.
Uber has the advantage here.

Americans are out and about again,
spurring demand for rides. But
competition from Uber is throwing up
roadblocks to Lyft’s post-pandemic
recovery. The number of people using
Lyft’s service rose just 7 per cent year
on year to 20.3mn during the third
quarter. That was a marked slowdown
from the 32 per cent and 16 per cent
pace recorded in the first two quarters
of the year.

Growth missed forecasts just days
after Lyft said it would cut 13 per cent
of its workforce.

Worse, while Lyft's passenger
numbers remain below pre-pandemic
levels, Uber last week said its passenger
figures had surpassed them. It
described the last quarter in bullish
tones. Lyft instead spoke of “economic
headwinds”.

Amid a driver shortage, Uber’s
diversified model is attracting drivers
by giving them more ways to earn
money. That is helping Uber get ahead
revenue-wise. But when it comes to

Investors should continue to give the
ride-hailing business a cold shoulder.
Network effects may be helping Uber
to beat Lyft. But they are not providing
the business with any prospect of
sustainable profitability.

Primark/Germany:
return to sender

‘When Primark opened its first German
store in 2009, commentators said it
could become the Aldi of the country’s
fashion sector. Its cheap, practical
styles seemed suited to a nation that
likes dressing down in jeans and a
sweatshirt to go out on a Friday night.

It has not worked out that way.
Yesterday Associated British Foods
took a £206mn impairment against the
German operations of its Primark
subsidiary. It is considering shrinking
its operations after their profitability
fell to “an unacceptably low level”.

ABF says it underestimated cultural
differences. Its flexibility was cut by
the need to sign off store management
issues by works councils. Di
consumers thought low prices signalled
unethlcal supply policies. Attempts to
burnish its credentials with its

“Primark Cares” vision of sustainable
fashion were too little, too late.

The German market is not
impenetrable. The country is H&M’s
largest market, accounting for 14 per
cent of sales for the Swedish fashion
chain. But Primark is not alone in
struggling. Walmart booked a $1bn loss
when it pulled out in 2006. ithad
battled trade unions and faced
r&lstance from cuslﬂmers i) Usstyle

such as assi

making a profit, both are
still stuck in traffic. This is partly
reflected in the ceaseless battle to keep
drivers sweet by offering incentives.

At Lyft, the net loss for the quarter
was $422.2mn. Much of this was due to
the cost of issuing more stock to its
staff. The value of their shares have slid
80 per cent over the past 12 months. At
Uber, the net loss totalled $1.2bn, both
due to higher stock remuneration and
for mark to market losses related to its
equity investment in Didi.

Lyft's market value, which stood at
nearly $22bn in March last year, has
collapsed to below $4bn following
another 20 per cent decline in the stock
yesterday. Uber has fared better, with
the stock down 37 per cent this year.

pack shoppers’ bags at (:henknuts.
Hotel group Whitbread says it will
stay the course. The Premier Inn owner
has invested £1bn in the German
market since 2016, hoping to benefit —
as in the UK — from customers
shunning independent guesthouses for
its budget branded hotels. Whitbread is
targeting a long-term return on capital
0f 10-14 per cent. Sceptical investors
are waiting to see if the hotels become
profitable in 2024, as Whitbread hopes.
Germany is a magnet for inbound
investment. The UK ranks as its third
largesl foreign source of new business
to data provi
GlubalData/ ‘Investment Mnnltor But
frugal shoppers, cultural differences,

Spof contract

Long contract

2020

2021
FT graphic Sourcas: Xenets; S&P Capital 10; Maersk

2022

Container rates provide an insight
into the dog-eat-dog business that is
the world’s shipping industry.

The cost of shipping a 40-foot
container across the world has
soared, then collapsed. Spot rates
have been multiples of contract rates
and vice versa. Shipping lines and
their customers have batted pricing
power back and forth. Both sides
have been happy to tear up
agreements to wield that power.

During the pandemic, spot rates
jumped as the faster than expected
recovery from lockdowns created
bottlenecks. The average spot price
to ship a container from Asia to
northern Europe was less than
$1,400 in May 2020, according to
Xeneta, a data company. In January

and strict labour laws make it a tough
market to break into. The energy crisis
‘will only add to that.

AlB/lIrish banks:
haymaker

No need to fear an ill wind if your
haystacks are tied down. Irish banking
‘bosses will remember the proverb with
an economic storm on the way.

Loose bindings caught predecessors
out during the Great Financial Crisis. A
property collapse threatened to blow
‘the Irish banking system out of the
‘water. More than a decade has elapsed
since then. Ireland has one of the
strictest regulatory regimes in Europe.
Markets are correspondingly sanguine.

Shipping valuations
Enterprise value as multiple of ebitda
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this year the average was more than 10
times that amount at almost $15,000.
Contract rates, which are agreed in

Maersk’s share of ocean volumes
By trade, 2019 ()

East-west

47

Intra-reglonal
22

reductions. “Peoples’ jobs are on the
line,” says Patrik Berglund, Xeneta’s
chief executive.

advance, caught up only slowly. They The shipping companies will not
peaked at slightly less than $10,000 for | relinquish pricing power for long.
Asia-Europe routes in May. The biggest are grouped in three
Until January, shippers were chasing | oligopolistic “alliances”. They have
capacity. Even those with contracts saw | withdrawn enly limited capacity in
it evaporate. Shipping companies recent months as prices have fallen.
pushed some clients from contract to More capacity will disappear soon as
spotrates. Xeneta reports premiumsof | the world economy sputters.
$3,000 to $10,000 a container being At Maersk, the world’s biggest
charged, on top of contract rates. shipping line by profits, enterprise
shipping lines were making so much | value to ebitda collapsed from a
money, they preferred to carry pandemic peak of more than 6 times
containers empty on some return in August 2020 to less than 1.5 times
Toutes rather than wait for cargo. this September. The ratio is now back.
Spot rates have collapsed this year, up to 2.8 times. It should rise further
putting the boot on t.he n'.her lm)L in the medium term as shipping
Logistics ies regain the whip hand.

The government will make the most
of this by selling a further 5 per cent of
its holding in bank AIB back to the
market. It sold down the entirety of a
smaller stake in Bank of Ireland in
September. That netted taxpayers a
€2bn profit.

Tightening financial conditions will
make AIB a tougher sell. It helps that
NatWest is leaving Ireland with large
asset disposals from its subsidiary
Ulster Bank. The UK government, for
its part, still owns a large stake in
NatWest, showing how hard such
shareholdings are to shift.

Rate rises by the ECB provide
another boost. Net interest income
rose 10 per cent in the first nine
months of this year at AIB. Its loan to
deposit ratio of 61 per cent equates to
Toughly €40bn parked at the ECB,

collecting the benefit of rising deposit
rates. Borrowers are barely feeling
the sharp end of higher rates. AIB was
the first Irish bank to increase rates
on new mortgages last month. But
rates on five-year fixed deals remain
below 3 per cent.

Just a tenth of the Irish mortgage
stock is tied to rising rates. Pressure on
borrowers is far lower than in the GFC,
‘when the proportion was much higher.
Tighter lending standards have
contained house prices, which only
surpassed their pre-GFC peak this year.

‘That also meant low returns for
shareholders. Irish banks have
outperformed by a third since the start
of 2020. A growing cost of living crisis
‘will limit further gains. But the last
‘banking crash was too recent for
Ireland to tolerate a repeat.

Carlyle Group:
getting ratioed

The supposedly superior performance
of private capital assets is a double-
edged sword. The S&P 500 is down a
fifth this year. US alternatives
managers have, at least on current

ions, avoided such
But that bounty is a complication for
their limited partners like pension
funds and endowments.

Those backers have limits on how
much they can allocate to private
assets, say 20 to 30 per cent of
portfolios. The drop in public market
wvalues has arithmetically put the real
ratios out of kilter. The phenomenon is
known as the “denominator effect”.

The beleaguered Carlyle Group has
raised only $6bn in fresh capital in the
quarter. It is without a permanent chief
executive after the departure of
Kewsong Lee in the summer. Analysts
asked the company whether leadership
turmoil had depressed fundraising.
The company pointed instead to
upheaval among pools of capital that it
described as “congestion in the
market” and the “denominator effect”.

several rivals of Carlyle, including
Apollo, Ares and Hamilton Lane, have
attributed slower fundraising to the
denominator effect, too. The private
assets sector increasingly looks to so-
called “permanent capital” and retail
investors as drivers of future growth.
But traditional backers of private
equity remain crucial.

In the third quan:er returns across
cCarlyle credit and equity funds were
flat or slightly positive, well ahead of
public markets. Distributable earnings
including cash from realisations were
up on the previous quarter. However,
assets under management fell slightly
to around $370bn. So did profits from
management fees, the steady income
that shareholders prefer.

The shares are down by a half this
year, worse than the S&P 500 and
rivals such as Blackstone, Apollo and
KKR. The private capital sector is prey
to worries of higher interest rates and
pending losses at portfolio companies.

The businesses themselves would
like to be agile opportunists, taking
advantage of dislocations in the
market. But their ability to get busy is
being frustrated by an arbitrary
calculation at deep-pocketed
institutions around the world.

NIKKEI A The voice of the Asian century

CROSSWORD
No 17,247 Set by AARDVARK

ACROSS

1It's chewed by lower and upper class girl
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11 Load personal info, then stream 1970s
film ¢4,6)

12 Reversing by crewman occasionally
wrong (4)

13 On the phone, one’s fired clerical
worker (5)

1 Expert with brush always follows
edges of lawns (8)

16 Excess prayer used engaging god (8)

18 Multiply by two hundred and fifty —
anybody? (5)

20 Granny perhaps needing pofassium? By
no means (4

21 Test burger grills that writers
frequent (4,6)

23 Fine service alongside tea-making vessel
that’s very hot ()

24 Swimmer, the greafest, visits hotel bar
(2]

25 Mariner’s tale about descent (6)
26 Caerphilly cheese sandwiches and fruit
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Solution 17,246

1 ing spooky group outside
church (5)

2 Choice of words novel, with duke
taking over force (7)

3 Peers slammed army member over
language (9)

5 Pure voice (5)

& Progress at home pulling up yellow
trailers (7

7 The drink accompanying a piece of cake:
aleoholic cocktail (3,6)

10 This writer's captivating Yankee
student, fit for such an institution? (3,6)

13 Neal and Claud cultivated culinary herb

(&)

15 Head, touring financial district with
American, tracks money

17 Two Greek characters in street
‘mounted complaint (7)

19 Describing menster as old, rather
ashen, heartless (7)

21 Famous label Charlie’s repeatedly seen
gracing half of Fender? (5)

22 Display English flower around centre of
studio (5)
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Held o ransom:
is there a case for
paying hackers?

Ransomware attacks are down, but victims who pay up have incurred
lower average costs than those that do not, writes Hannah Murphy

o pay or not to pay? For
companies unfortunate
enough to be hit by aran-
somware attack, that is
the crucial question.

Ransomware attacks — in which
cyber criminals lock up a victim’s
data or computer system and release
it only if a ransom is paid — exploded
in 2020 and 2021, in part because a
shift to remote working during the
pandemic left organisations more
vulnerable to hacking.

But the tide appears to be turning.
In its mid-year 2022 Cyber Threat
Report, US security company Sonic-
‘Wall identified a 23 per cent drop in
the number of ransomware attempts.
It attributed this to several factors —
including a “downward” trend in the
number of organisations willing to
pay cyber criminals.

That trend is borne out in the data
gathered by those who help victims of
ransomware handle the fallout. In
2019, 85 per cent of ransomware
cases handled by cyber security
group Coveware ended in a payment.
But, in the first quarter of 2022, that
proportion had fallen to 46 per cent.

“The majority of the cases we han-
dle do not end in a ransom,” says Bill
Siegel, Coveware's chief executive. He
adds that many find ways to recover
their data via backups, or establish
that certain datais not critical.

There are other factors at play in
the slight decrease in ransomware
attacks, too. For example, most hack-
ers demand payouts in difficult-to-
trace cryptocurrencies, but these
have slumped in price this year, ren-
dering the business of ransomware
less lucrative.

Meanwhile, there has been
increased government and law-
enforcement focus on taking down
ransomware criminals and the appa-
ratus they use to support their busi-
ness. This crackdown has come in the
wake of several debilitating attacks
on high-profile targets — such as the
Colonial Pipeline attackin 2021.

Russia’s invasion of Ukraine has
also hit the sector, according to
experts. Many Russian-based cyber
hackers have turned their attention
to attacks related to the conflict
rather than ransomware, or have had
their operations disrupted by sanc-
tions against Russia.

Still, attacks continue to occur and
the question of whether to pay ran-
somware hackers or not remains
hotly debated.

Both the US and UK governments
publicly recommend against it. They
argue that it does not necessarily
guarantee that victims will get their
data or systems back, and also
emboldens attackers by rewarding
them, creating a vicious circle.

Some authorities are becoming
more vehement about outlawing the
practice. The US states of North Caro-
lina and Florida have now explicitly
banned state and local government
agencies from paying hackers. Penn-
sylvania, Texas, Arizona and New Jer-
sey are exploring similar policies.
New York is proposing banning busi-
nesses, as well as government agen-
cies, from paying ransoms.

Oren Wortman, vice-president of
cyber security services for North
America at cyber company Sygnia,
recommends that business leaders
conduct an “extensive risk assess-
ment of cost benefit analysis of
whether to pay or not”.

Decisions tend to be made on a
case-by-case basis, he says, weighing
up the price tag of the ransom
demand against the potential cost of
not paying, which could include loss
of data, business disruption, or legal
risk if customers decide to sue if their
data gets leaked by the hackers.

For example, he says “clients in the
legal sector with confidential client
data” often opt te pay to avoid the
potential reputational hit to their
firm. And in some cases, it may be
cheaper to pay the ransom than to
recover the data or systems from
backups.

IBM Security’s 2022 Cost of a Data
Breach Report showed that the

Motorists refuel in North Carolina

in May 2021, when many East
Coast filling stations ran dry
following the Colonial Pipeline
ransomware attack

Sean Rayford/Getty

‘It depends on whether
you frust the criminals fo
delete stolen data. Which
would be a big mistake’

average breach costs for victims
who opted to pay ransom demands
were $630,000 lower than for those
who chose not to pay.

According to SonicWall, some vic-
tims have become more reluctant to
pay due to growing awareness that
many ransomware criminals are
linked to Russia. Targets could there-
fore risk violating sanctions — and
incurring civil penalties — if they sent
them money.

“Some [victims] may be worried
that the money could fund the Rus-
sian government's actions, and object
to paying a ransom on cthical
grounds,” SonicWall adds.

Others are sceptical of the hackers
themselves. On average, in 2021,
organisations that paid the ransom
got back only 61 per cent of their data,

Machine-on-machine cyber defence edges closer

Artificial intelligence

The time it takes for
Al to flag suspicious
behaviour and detect
potential attacks is
speeding up, writes
Hannah Murphy

https://digital.olivesoftware.com/olive/odn/ftasia/printpages.aspx?doc=F TA%2F2022%2F 11%2F09&ts=20221108203321&uq=20220804 103507

Is the future of cyber security
machines versus machines?
As hackers increasingly use
automation and machine
learning to launch cyber
attacks at scale, cyber security
defenders, too, are turning to
artificial intelligence to detect
hacks — and, in some cases,
kill them dead automatically.
But the use of Al for cyber
defence is still nascent, accord-
ing to many experts, and must
be deployed with care. Some

argue there is a tendency for
the cyber security industry to
exaggerate Al's potential and
successes, and use it as a
buzzword.

Machine-on-machine cyber
security 1s “far away”, accord-
ing to Sohrob Kazerounian, Al
Research Lead at Vectra.
“Having a fully automated sys-
tem in the cyber security
domain would mean essen-
tially trusting the computer
with decisions.

“There are critical things
that would be hugely costly if
done incorrectly,” he says. “It’s
a question of how accurate is
this thing relative to the
human?” And, in the cyber
security domain, it's just sim-
ply ‘notvery’.”

Sohow faralong are we?

Already, cyber security
companies are using Al to help
detect potential attacks by
flagging suspicious behaviour.

Justin Fier, vice-president of

tactical risk and response at
Darktrace, says the UK-based
company uses “various forms
of machine learning to go into
your digital estate and, quite
simply, establish a sense of
self, establish what is specific
toan organisation”.

He adds: “The minute some-
thing deviates — big or small —
we can actually alert you to
that.”

Darktrace also has auto-
mated responses to known

threats such as ransomware
strains. “Now, the median time
to detect and remediate ran-
somware is 45 minutes. Inthe
next year or so, we're going to
be talking in terms of seconds
and nanoseconds,” says Fier.

Meanwhile, researchers at
Cardiff University recently
devised a new method of
wielding Al that it argues could
automatically detect and kill
malware in real time — in just
0.3 seconds, on average.
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with only 4 per cent able to retrieve
alltheir data, according to a report by
Sophos. Hackers could also sell or
leak stolen data at a later point; there
areno guarantees.

“The question of whether or not to
pay depends on whether you trust the
criminals to delete the stolen data,
which would be a big mistake,” says
Brett Callow, threat analyst at the
cyber security group Emsisoft.

Callow’s company tries to help vic-
tims find ways to re-access their data
without having to pay a ransom fee —
atricky task, but one that can be pos-
sible if hackers have errors or weak-
nessesintheir code.

“It generally can’t be made public
Iknowledge because, if it did, the ran-
somware gang would realise it has a
technical problem, so the word is

spread quietly. This is why companies
should go to law enforcement
because they may be aware of a tech-
nical solution to the problem,” he
explains.

Still, many experts warn that the
total ransoms paid may be far higher
than is currently known as there are

Steve Tcherchian, chief informa-
tion security officer at XYPRO, a
cyber security solutions company,
says that, in many cases, companies

penetration testing. It is not unusual
tocome across companies where old
technology, or afailure to install
updates, has left them vulnerable.

Regulators will want to see how
employees reacted: how quickly was
an attackspotted, wasit

Key stakeholders are the internal
external legal team, the data
]Oal'l]le protection officer, and any cyber
security experts. The benefit of
Vengadesan instructing lawyers early onis that
they can co-ordinatethe disparate
parts of aresponse, and potentially
These days, it's not a case of what do helpclaim legal privilege over certain
toifa cyber security attack occurs, elements of the response.
‘but when. Breach pl Theresp team can then
and come in many forms, and are consider what information each
alarming for the businessesaffected. | separate groupneedsto gatherto
Organisations canlearnalotfrom | determine exactlywhathas
the experiences of others that have happened: where has the attack come
endured an attack. in, what has been compromised, is
Atrue team effort isrequired, as the attack over or is it ongoing?
thereare so many actions required A common key ingredientina bad
foran attack to be spotted and response is not knowing which third
managed as quickly as possible. Staff | partiesneed tobeinformed of the
need to be trained and the business attack. Insurers may need tobe
must have policiesin placedictating | notified immediately, otherwise any
the correct p dure. Organisati 1 policyrisks being voided.
that do not have clear reportinglines | Theinsurer may also require
can find themselves floundering. technical expertsto be brought into
Aresponse plan is critical. This mitigate thethreat.
should identify who is responsible for Attacks of a certain severity that
co-ordinating the response and involve personal dataneed to be
which third parties need to be reported tothe Information
involved. Running dummy attacks
internallywill also ensure ‘Old technology
stakeholders have some familiarity of | | can leave
their responsibilities. E3ETES
- 2 vulnerable fo
An effective response involves an attack —
being familiar with the organisation’s Joanne
own systems and carrying outregular | | vengadesan

Commissioner’s Office under UK law,
and, potentially, to the individuals
affected, too.

Lessons on how to respond
to a cyber security breach

another part of the jigsaw to consider.

Ransom demands arean increasing
feature of attacks. The ICOand
National Cyber Security Centre
advise organisations not to pay —
evenifto secure therestoration of
personal data.

‘We were recently instructed to act
fora multinational organisation,
after it had received notification from
athreat actor that personal data had
been exfiltrated and placed on the
dark web, and aransom was
demanded.

The organisation appointed acyber
security expert to containthe threat,
and we advised on reporting
obligations. The focus was to ensure
thatas full a report as possible was
made to the regulator, also
demonstrating that the individuals
had reacted quickly whenthe breach
was detected and that they had been
trained tosafeguard personal
information.

Althoughno sensitive data was
involved, the organisation informed
the individuals affected and took out
identity fraud insurance on their
behalf. In this case, the regulator was
satisfied that it had acted responsibly.

In another example, we were
approached by a company that had
received advice about its fallible
system butignored it. Weadvised
that the company and directors were
atrisk of claims and that failing to
report tothe ICO could be extremely

‘What these, and other examples,

in otherjurisdictions
might also need to be notified ofa
breach. The timescale for notification

h: hown is that, where processes
are established, systems are updated
and invested in, and expert advice is

‘There are crifical
things that would be
hugely costly if done
incorrectly’

“don’thave a choice but to payaran- | appropriately escalated, werethe isoften tight — for example, 72hours | adhered to, organisations will be
som”. But he adds that “alotof thatis | individuals dealing with the attack onbecoming aware of a breach. better equipped to ride the wave of
their own doing” due to lax cyber | aware of potential reporting Therefore, thisisnotthe momentfor | inevitable cyber attacks and mitigate
security practices. Having a clear | obligations and, crucially, have the businesses to be establishing, forthe their impact.
incident response plan, and multiple | relevant employeesreceived any first time, which countries” data
backups of data is vital to guarding | training? Failures on these points protection laws apply to them. Joanne Vengadesan is a partner and
against having to pay out in the | increasethe chances of enforcement Reputationis key, as well. So data protection expert at Penningtons
future, he says. actions from regulators. liaising with PR consultants may be ‘Manches Cooper

The findings, published in  prevented from corrupting 92 Cas Bilstra, who leads risk Kazerounian says Vectra’s protected. It'stough for people

the journal Security and Com-
munications Networks in
2021, are based on building a
profile of the bel of mal-

per cent of files — but with a
false-positive rate of 14 per
cent, which is too high to be

ware to predict how it might
behave later, and then block-
ing that activity, rather than
analysing whatthe structure of
a piece of malware looks like,
as is common in antivirus
software.

‘While the research is cutting
edge — the technique could
stop damage in its tracks in
ways that are not possible now
—there are limits.

The researchers found
that fast-acting ransomware is

dopted inreal life. It therefore
remains a workin progress.

“Every day now, we're mak-
ing inroads into . . . trying to
refine the algorithms and the
statistical filtering itself to
reduce the amount of false
positives, while still being
accurate in killing the right
processes and reducing file
encryption,” says Pete Burnap,
a professor of data science and
cyber security at Cardiff Uni-
wversity, who worked on the
research.

intelligence at Dutch security
group Eye Security, says “the
strength of Al is that it can
explore many more possibili-
ties than humans can, it can
see patterns that are very
deep”.

But Bilstra notes: “It will
only do what it has been
trained to recognise. If you are
avery smart criminal and you
come up with some kind of
malware that is totally differ-
ent from all the malware that
has been before, a system such
as this won't recognise it,
because it’s trained on known
malware samples.”

engineers build AI and
machine learning systems that
still “keep in mind that the
human is going to have to be n
theloop™

Part of improving the sys-
tems in future will invelve try-
ing to utilise more data to train
the machine learning models.

Accessing large data sets can
be difficult, however, particu-
larly in the realm of cyber
security, where companies are
concerned about falling foul of
privacy laws, for example.

“Companies will have their
own proprictary data sets —it's
intellectual property and

to agree which information to
share and how it should be
processed,” points out Kaze-
rounian.

In the meantime, research-
erswill continue to try to simu-
late attacks and responses
over the long term, to develop
the automated cyber defences
that today seem distant.

“Our five to 10 year chal-
lenge is to try and think about
how we can script automated
attacks on virtualised [simu-
lated] networks . .. [and] to
start bringing in this armoury
of how do we defend against
it,” Burnap says.
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National security
Russia’s cyber
attacks have been
less effective than
experts feared,
writes Nick Huber

ne of the sur-
prises of the Rus-
sia-Ukraine war
has been that
Ukzaine’s cyber
security has, so far, proved as
resilient as its military.

Kyiv's cyber tactics —
including switching data to the
cloud, partnerships with west-
ern companies, and using Elon
Musk’s mobile Starlink termi-
nals to connect to the internet
via satellite — have proved
highly effective. Ukraine’s
defences have also been
shored up by a £6mn package
of IT support and help in
detecting Russian cyber
threats provided by the UK,
according to an statement ear-
lier thismonth.

And, as one of the earliest
examples of a conflict with a
major cyber component, this
war — and these responses to it
— can offer lessons to other
countries, or companies.

Atthestartof the warin Feb-
ruary, Ukrainians backed up
as much data as they could
into the cloud.

Then, when Russia invaded
Ukraine, Liam Maxwell, direc-
tor of government transforma-
tion at Amazon Web Services
(AWS), met a Ukrainian offi-
cial in London “and literally
wrote down on a piece of
paper” which of Ukraine’s dig-
ital assets it needed to help
save, he recalls.

Priorities included registers
of properties, citizens and
criminals, says Maxwell. “It’s
like Maslow’s ‘hierarchy of
needs™

AWS cyber security experts
and IT professionals trained
Ukrainians in cyber security,
too, and how to switch data
from on-premise IT systems to
the cloud, where it could be
better protected.

Specifically, they shared
intelligence on cyber threats,
such as malware from “state
actors” — from Russia or else-
where — that could affect AWS
customers in Ukraine.

A decentralised network of
Ukrainian IT volunteers, or
“hacktivists”, has further bol-
stered the country’s cyber
defences, says Pierluigi
Paganini, adviser to the Euro-
pean Union Agency for Cyber-
security.

In modern war, the main
aim of cyber attacks is to

What Ukraine’s tactics can
tfeach other nations

A

destroy or destabilise critical
national infrastructure, such
as banks, telecommunication
networks and energy grids.
However, the fragmented
nature of Ukraine’s communi-
cations network for vital serv-
ices means it cannot be
knocked out or jammed as eas-
ily as a single node, such asa
cell tower, experts say.
“Generally speaking, Rus-
sia’s cyber attacks haven't had
a destabilising impact on
Ukrainian infrastructure,”
notes Bob Kolasky, a former
assistant secretary specialising
in cyber security within the US
Department of Homeland
Security. Kolasky is now senior
vice-president for critical
i at Exiger, which
advises companies on risk.
Moscow has, however, used
missiles to disrupt Ukraine’s
energy infrastructure.
Although some security
experts are surprised that

Russia’s cyber attacks have
not been more effective, they
also praise Ukraine's tactics.

The Ukrainians did a “cou-
ple of clever things” in mov-
ing data to the cloud and
using Starlink to keep its own
communication network
operating, says James Lewis,
senior vice-president and
director of the strategic tech-
nologies programme at bipar-
tisan think-tank the Center
for Strategic and Interna-
tional Studies.

Lewis, who previously
advised the UN on information
security, highlights Kyiv's swift
response to Russian cyber
attacks.

He says: “Ukrainians told
me that you had to respond
within two to three hours to a
[Russian] cyber attack to min-
imise the damage and stop it
succeeding,” — for example, by
removing malware or security
vulnerabilities.

-
24

Strong networks: Kyiv has
utilised Elon Musk’s mobile
Starlink terminals, which
connect fo the internet via

satellite
MurPhoto

‘The key elements
are sufficient
funding, cyber
hygiene at all levels
and international
co-operation’

kraine has had
plenty of practice
in dealing with
cyber attacks.

In 2016, hack-
ers brought down the power
supply to hundreds of thou-
sands of homes there.

And, in 2017, Russia’s mili-
tary was thought to be behind
the “NotPetya” ransomware
attack, which targeted
Ukraine but also scrambled
data from the computer sys-
tems of companies in more
than 60 countries.

“Ukraine has built up very
mature security operations
and incident response,” says
Ray Canzanese, director of
Netskope Threat Labs, which
researches cloud-based secu-
rity threats.

Since February, most of the
attacks have been through
malicious software knownasa
“wiper”, says Robert Lipovsky,
principal threat intelligence

researcher at ESET, a cyber
security company.

A wiper is similar to ran-
somware except that, in war,
the aim is to destroy files
rather than to encrypt them
and demand that the victim
pay aransom for their return.

Yurii Shchyhol, head of
Ukraine’s cyber security
agency, says that, approxi-
mately one month after Rus-
sia’s invasion of Ukraine, his
agency registered almost three
times more cyber attacks on
Ukrainian resources and infra-
structure compared with the
same period last year.

He says: “The key elements
of [Ukraines] cyber [defence]
are: sufficient funding at the
national level [and] at private
companies managing critical
infrastructure; cyber hygiene
at all levels; and extensive
international co-operation.”

In March, Ukraine joined the
Cooperative Cyber Defence
Centre of Excellence, a Nato-
accredited institution focused
on cyber defence research.

Sharing “threat indicators™
and joint training exercises for
cyber defence specialists are
crucial, Shchyhol says. “Those
are the two primary aspects of
the collective cyber security
system.”

Russia has denied carrying
out any cyber attacks against
Ukrainian infrastructure, but
the EU, UK, US and other allies
have claimed that it has been
responsible for a series of them
since the start of the invasion.

According to the UK govern-
ment, citing UK and US intelli-
gence, one such attack, in Feb-
ruary, caused outages for sev-
eral thousand Ukrainian inter-
net customers, and affected
wind farms and internet users
in central Europe.

Russia has faced a barrage of
cyber attacks itself since
invading Ukraine, according to
cyber security experts.

In future, as the technology
improves, cyber attacks and
defences powered by artificial
intelligence could feature, the
expertsadd.

In the meantime, govern-
ments and companies are being
advised to study Ukraine’s suc-
cessful cyber security tactics
and update their own security
policies accordingly.

“There is no peace in cyber
space,” warns CSIS's Lewis.
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Joe Sullivan, Uber’s former security chief, failed to notify regulators of a cyber security incident in 2016 — sim wasonEyeine

Why a clear cyber policy is critical

Governance Leaders
need to be alive to
growing threats and

tighter regulations,

writes Anna Gross

n October, Joe Sullivan, Uber's

former head of security, was con-

victed of covering up a 2016 data

breach at the ride hailing giant by

hiding details from US regulators
and then paying off the hackers.

It was a trial followed nervously by
cyber security professionals around
the world — coming eight years after
an incident that had compromised
the personal information of more
than 57mn people.

“Any news about another company
dealing with a data security incident
can strike a bit of fear across indus-
tries,” notes Mary Pothos, chief pri-
wvacy officer at digital travel company
Booking.com. She adds that incidents
like these cause “many companies to
pause, rethink or revisit their internal
processes to make sure that they are
operating effectively”.

These incidents, and threats, are
growing at lightning speed, too. War
in Ukraine is now being played out as
much in cyber space as on the battle-
field. The Covid pandemic has forced

businesses to rethink where their
employees work, and handle or
access data. At the same time, the
sheer number of web-connected
devicesis multiplying.

“We need to be people who can pre-
dict what is coming along the line, pre-
dict the future, almost” said Victor
Shadare, head of cyber security at
media company Condé Nast, at a
recent FT event on cyber security.

Palo Alto Networks, a specialist
security company, found that cyber
extortion grew rapidly in 2021. Some
35 new ransomware gangs emerged,
the average ransom demand increas-
ing 144 per cent that year to $2.2mn,
and the average payment rose by 78
per cent to $541,010.

Meanwhile, cyber security person-
nel have found themselves hemmed
in by increasingly onerous regula-
tions. These include threats of legal
action if the right people are not
informed about breaches, or if prod-
ucts come to market that are not safe
enough. On September 15, for exam-
ple, the European Commission pre-
sented a proposal for a new Cyber
Resilience Act to protect consumers
from products with inadequate secu-
rity features.

“New domains of security have
sprung up over the past years, soit’s
not just an information technology
problem any more, it’s really a full

company riskissue,” says Kevin Tier-
ney, vice-president of global cyber
security atautomotive group General
Motors. He warns that automated
and connected vehicles have thrown
up additional threats to be
addressed.

“You have to start out with the
right governance structure and
the right policies and procedures —
that’s step one of really getting the
company to understand what it needs
todo,” he says.

These include clear rules on howto
disable access to tech equipment, on
data protection and storage, on trans-
ferring and disposing of data, on
using corporate networks, and on
reporting any data breaches.

|
‘We need fo be people
who can predict what is
coming along the line,
predict the future, almost’

Security experts also tend to agree
that there need to be robust systems
of governance and accountability, to
prevent the sort of trouble that befell
Sullivan at Uber.

Perhaps most crucially, staff across
the organisation, from C-suite to

assistants, need to know how to spot
and manage a threat.

Research conducted by risk solu-
tions provider Kroll in 2018 found
that 88 per cent of data breaches were
caused by human error — the most
common of which were sending sen-
sitive data to the wrong recipient, the
loss or theft of paperwork, forgetting
to redact data, and storing informa-
tionin an insecure location.

But another piece of research in
2018-19, by accountancy firm EY,
found that careless and unaware
employees were companies” biggest
security concern.

“Dry awareness training doesn’t
really hit the mark, people don't get
engaged,” says Shadare, who thinks
animated and interactive awareness
programmes and modules can often
“really help”.

Gamification — ie, applying game
mechanics to staff training — is also
proving an effective way to provide
training, with research from Orebro
University in Sweden finding that it
can improve employee motivation
and willingness to comply.

Shadare adds that training should
be targeted at specific roles within an
organisation, from HR to engineer-
ing, so that it has relevance to day-to-
day tasks.

Itis also incumbent on information
security personnel to inform exec-

utives and board members about the
nature of the threat, given that they
can ensure the message is spread
throughout the organisation, and
finance efforts to enhance defences.

“The board controls the purse
strings, the board controls the narra-
tive and they control the direction of
the organisation,” Shadare points out.

Tierney agrees. “It's an education
process truly for every employee,” he
says, “including senior leadership
and theboard.”

‘When it comes to larger organisa-
tions that have complex supply
chains — working with lots of differ-
ent contractors and buyers — itis also
crucial that security practices and
policies are passed along the chain.

One approach that larger compa-
nies can take is to ask for evidence
from their suppliers and vendors of
the security policies they have in
place and their staff training pro-
grammes, Shadare says. They may
also share some of their own
resources and training programmes.

Tierney stresses the importance of
collaboration. “We work with tens of
thousands of suppliers across our
supply chain and . . . a lot of these
companies just don't have the
resources to have a big security pro-
gramme. It’s a challenge,” he says.

“The weakest link will cause an
issue, sowe have towork together.”
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Navigating Cyber Risk

Finance Dependence on platforms and a concentration of providers leave institutions at risk, writes Nicholas Fearn

Relia
clouc
impe
banks

y adopting cloud comput-

ing technology to make

their systems accessible

from multiple locations,

financial services compa-
nies are launching new, improved
digital products and streamlining
their operations. But, at the same
time, cyber specialists are warning
that this cloud migration is exposing
companies to a greater risk of cyber
attacks and data breaches —aswell as
the fines and reputational damage
theycanbring.

In July, the Bank for International
Settlements said that the financial
sector’s increased reliance on cloud
computing was “forming single
points of failure” and “creating new
forms of concentration risk at the
technology services level”.

This was areference to the fact that
the vast majority of financial institu-
tions use cloud computing services
from the same major providers. Bank
of England research in 2020 found
that more than 65 per cent of UK-
based banks and insurers relied on
Just four cloud services.

The Federal Reserve Bank of New
York has also previously warned
about the “transmission of a shock
throughout the network” should
financial services be “connected
through a shared vulnerability”.

Cyber experts have already wit-
nessed the impact this can have.
Milad Aslaner, head of the technology
advisory group at cyber security
group Sentinel One, warns that
dependence on a single cloud vendor
increases cyber risk “exponentially”
for financial companies.

“We've seen how businesses can be
seriously compromised by global out-
ages and cyber attacks on cloud serv-
ice providers like Microsoft or Ama-
zon Web Services,” notes Aslaner, a
former principal product manager at
Microsoft.

NCe ON
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Cyber criminals can gain “direct
access to the entire digital estate of an
organisation” and “operate com-
pletely in the shadows” if they suc-
cessfully hack a cloud system offered
by a commonly used vendor. “Its a
dangerous misconception that cloud
service providers are the ones solely
responsible for cloud security,” says
Aslaner. “In reality, there is a shared
responsibility model between the
CSP and the organisation.”

The UK's National Cyber Security
Centre provides advice for selecting,
deploying and using cloud services in
asecure manner. But, because finan-
cial companies are a “chief target for
cyber criminals”, they should also
develop an IT security and risk pro-
gramme for their cloud usage and
other operations, advises Aslaner.
This must include the cyber risks of
people, processes and technologies,
he explains.

The cost of cyber attacks to finan-
cial businesses is high, warns Prakash
Patini, managing director of digital
transformation at IBM Cloud for
Financial Services.

“The financial services industry
paid the second-highest price [behind
healthcare] for data breaches last
'year, averaging $5.97mn,” he says. “In
today’s fast-moving digital economy,
it's one of, if not the, biggest threat for
theindustry.”

Pattni advises financial services
companies to embrace a hybrid
approach — distributing workloads
across on-premises, public, and pri-
vate clouds —to decrease cyberrisk.

“Wework with 19 of the top 20 For-
tune 500 banks,” he says. “While
malicious attacks cannot always be
avoided, a secure, hybrid cloud envi-
ronment can help mitigate risk and
reduce vulnerabilities,” he says. This,
he adds, can include the use of indus-
try-specific clouds with built-in secu-
rity and compliance controls.

Distributing data across on-site servers and public an

Steve Newson, chief technology
officer at Starling Bank, explains that,
since it launched in 2014, it has
“deployed its systems and services
across multiple clouds” so that it is
not dependent on one provider.

He says this ensures the bank’s sen-
sitive data is backed up right around
the clock, decreasing the “impact of
outages on the bank and the people
that bank with us”.

However, some industry experts
remain sceptical about the benefits of
multi-cloud approaches. Lydia
Leong, an analyst at research com-
pany Gartner, argues that they are

‘A breachinany of the
major service providers
would very quickly result
in market turmoil’

iy
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expensive, stifle innovation, and ulti-
mately make it harder for organisa-
tions to use cloud services
because they are more complex and
costly. This approach “destroys much
of the business case for using the
cloud”, she says.

Switching between their services
also creates huge risk for financial
businesses, adds Jake Moore, global
cyber security adviser at security
software company ESET.

“Such technology serves a great
purpose but must not be relied on
solely should something gowrong,” he
says. “Contingency in business is key
toitssuccess and cyber security needs
towork in silo with this mantra.”

Moore warns financial companies
towatch out for distributed denial-of-
service (DDoS) attacks, in particular.
These flood online services with large
volumes of dubious traffic and render
them unusable.

“Multiple DDoS attacks in huge

| ,i, y nn
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d private clouds can help decrease cyber risk — kol

numbers have attacked international
companies in the past 12 months,” he
says. “Such impact could force banks
offline should cyber criminals decide
to infiltrate the finance industry with
great force.” But he adds that cloud
platforms can work together to with-
stand such inevitable attacks.
Regardless of the cloud approach
taken, financial groups need to be
alive to the threats. Mark Brown, glo-
bal managing director for digital trust
consulting at the British Standards
Institution, says: “The potential risks
are severe, as a cyber breach or failure
of availability in any of the major
cloud service providers would very
quickly result in market turmoil.
“Organisations and individual
traders alike would be unable to func-
tion — not least given their inability to
react to time-sensitive information,
resulting in financial market instabil-
ity and potentially devastating macr-
oeconomicimpacts.”
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Navigating Cyber Risk

Rising cost of attacks send
policy charges soaring

Insurance
Whether to buy
cover is a tough
decision, writes
Oliver Ralph

hen Lloyd's of
London found
problems in
its IT systems
in October,
the 300-year-old insurance
market took some of them
offline temporarily, fearing it
had suffered a cyber attack.
After athorough investigation,
cyber specialists found noth-
ing amiss and life returned to
normal after aweekorso.

But, even if there had been
an attack, Lloyd’s would have
been covered — its manage-
ment has cyber insurance in
place to deal with the costs.

It is a form of cover that
seems an obvious purchase for
an organisation running a glo-
bal market. However, for other
companies, a decision on
‘whether, or how much, cover
to buy is a much tougher one —
despite the rising profile and
costs of ransomware attacks.

Premiums for cyber insur-
ance have soared over the past
few years. According to Sarah
Stephens, head of interna-
tional cyber insurance at bro-
ker Marsh, prices started ris-
ingin late 2019.

Marsh’s market index shows
that the cost of cyber insur-
ance in the US was rising at a
rate of more than 100 per cent
year-on-year by the end of
2021, although that had mod-
erated to 79 per cent in the sec-
ond quarter of this year and 48
per cent in the third.

John Neal, chief executive of
Lloyd's, says higher prices area
reaction to both an increase in
claims and along period of fall-
ing prices between 2010 and
2018. Since then, the cost of
cyber claims has been pushed
up by a sharp rise in the
number and cost of ran-
somware attacks, in which
criminals disable a company’s
systems and demand a ransom
— often millions of dollars —to
put them back online.

Cyber insurance, says Neal,
“had become underpriced”
and insurers were making
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losses on the products in 2018
and 2019. Prices needed to
rise, he argues, “to more sensi-
blyreflect the exposure”.

Nevertheless, says Stephens
at Marsh, some clients have
become “very frustrated with
the process”, adding that many
companies that had only
recently started to buy cover
found it “particularly jarring™
to be hit with big price
increases so soon.

On top of that, cyber insur-
ers have become pickier about
the business they will take on,
insisting on reams of informa-
tion about the security clients
have in place, and excluding
some types of incident from
the cover they offer.

Andreas Wuchner, of cyber

Lloyd's of London detected unusual activity in its network last month — pan citwood/Getty Images

Many companies
say it's not worth the
money and it’s
better toinvestin
compensatory
controls

security monitoring group
Panaseer, says that some
insurance buyers are now ask-
ing questions about the value
of the product.

“Lots of organisations say
it's not worth the money in
cyberinsurance, and it's better
to invest in compensatory con-
trols,” he says. “That's very
valid.”

Combine that with cost pres-
sures elsewhere as inflation
rises, he adds, and some com-
panies are deciding to buy less
insurance and hold on to more
of the cyber risk themselves.

Stephens says that only a
“very small percentage of cli-
ents” have stopped buying
cyber cover entirely, although
she adds that some have taken

ahybrid approach: buyingless
insurance and making more
use of so-called captive insur-
ers, in-house insurance com-
panies that many big corpora-
tions own as a way of cutting
their insurance costs.

Insurers argue the benefits
of their products go well
beyond paying out money for a
claim. They point out that also
provide services to help com-
panies deal with cyber attacks
when they happen — from res-
cuing data and systems to
negotiating with attackers,
and dealing with customers
and staff who have been
affected.

“It's a very unique, stressful
situationto have a cyber event,
particularly ransomware,”
says Paul Bantick, head of glo-
bal cyber and technology at
insurer Beazley. “You want to
have people by your side that
have done that a lot of times,
who know the drill, who can
advise you and help you think
through your options. If you
don’t have someone who can
help you with that, it’s a real
challenge.”

Preparation is all and insur-
ers can advise on controls, he
notes. “The one thing that will
always ring true is that the bet-
ter you are at responding and
the processes and controls you
have to mitigate this, the less
likely it is that you will have to
payaransom.”

Bantick says that, although
it is “not a great conversation”
when insurers explain price
rises to their clients, many of
them understand the ration-
ale. “What clients are mas-
sively aware of — more so than
ever —arethethreats.”

Despite the price increases
and the growing cost pressures
companies are facing across
their businesses, the insurance
industry expects demand for
cyber cover torise.

According to Neal at Lloyd's,
the global cyber insurance
market is likely to grow from
$12bn worth of annual premi-
ums today to $60bn over the
next five to 10 years as threats
increase.

“Companies need to look at
the risks they are facing,” he
says. “[They have to] get
under the skin of their own
protection and risk manage-
ment measures.”
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idespread inflation fears, geopolitical
tensions and the ongoing impact of
the COVID-19 pandemic are critical
threats occupying the minds of global
CEOs. Meanwhile, 72% of executives say they must
radically transform their operations during the next
two years to compete effectively in their industry
— as portrayed in the recently published EY CEO
Outlook Pulse report.

Navigating this dual imperative of addressing the
short-term risks, while designing and executing
the transformations that will enable competitive
footing as companies emerge from the turmoil
serves to further fuel the common frustration all
cybersecurity leaders share: all too often, their
function is perceived as a barrier to innovation
and growth by other parts of the organization —

a restrictive department that product development
or marketing, say, must navigate around., That’s
problematic in two different ways. Because of this
perception, not only is the cyber team often left

out of the loop, potentially increasing risk and
vulnerability, but also, the organization may fail to
harness its cybersecurity team’s potential to be a key
business enabler.

How, then, do Chief Information Security Officers
(CISOs) change the narrative? A large part of
the answer, as most CISOs will know, is to tell a
more compelling story — and to shout it from the
rooftops. CISOs must effectively become Chief
Information Soapbox Officers.

It's easy, by the way, to assume that your business
is less at risk with this challenge. Unfortunately,
the reality looks a little different. In the recent EY
Global Information Security Survey, more than
half of cyber leaders (58%) said their organizations
introduced new technology to timescales that do
not give cybersecurity the space to properly assess
and advise.

Moreover, too few CISOs enjoy good relationships
with key functions across the business. Almost half
(41%) describe their relationship with marketing as
poor; 28% have unsatisfactory relationships with
product development teams.

The success of many organizations has come
courtesy of rapid adoption of new technologies.
Confronted by a difficult issue, including the
challenges of cybersecurity, the temptation is to
throw technology at it, rather than being driven by
business outcomes.

Key for CISOs as they seek to become strategic
enablers is thus a change of mindset. The question
is not which piece of technology has reduced the
number of vulnerabilities (clearly still important in
the right context); rather, CISOs should be focusing
on how to arrive more quickly at the outcomes the
business hopes to achieve.

The approach to data is one good example of
where CISOs have a real opportunity to be business
enablers. Across the sector, data is the key to
unlocking value, from the intellectual property
driving technology businesses to the customer data
that often sits at the heart of the value proposition
in media. But the impact of failing to manage that
data safely and ethically can be significant — not
least in jeopardizing consumer trust on which
the business depends. As CISOs focus on data
security and privacy issues, the business impact and
opportunity are the lens through which to see the
problem.

There are other opportunities where cybersecurity
can be a business enabler or a driver of innovation,
sometimes in the most routine way. Where the
function invests in maintaining visibility and
control of its crown jewels, and enforcing associated
security policy, it is in a position to make more
informed decisions, increase collaboration,
enable automation, reduce user reliance, increase
productivity, or embrace the cloud with confidence.
A crude, yet effective analogy is that of a sports
car with a high-quality braking system. It allows
the driver to have the confidence to go faster,
more securely.

More examples of this exist. Think about how the
telecoms sector has supported cybersecurity-related
innovations such as facial and voice recognition, and
how that has improved the way customers verify
their data remotely. Or consider how collaboration
platforms with the right security governance,
protection of data, management of third-party risk,
and appropriate encryption, enabled workforces to
operate remotely, almost overnight.

Trust and confidence in these examples are most
effective when security is integral and by-design
rather than retro-fitted. When the cybersecurity
function has been involved with innovation from the
start, it has a better chance of proving its value as a
business enabler.Does the rest of the organization
realize that? Probably not, unless CISOs have ex-
plicitly made their case — hence the importance of
the soapbox.

Indeed, CISOs have every right to shout about
the value of what they do, and for many it's a
work in progress. A good place to start could
be the cybersecurity maturity assessment that
focuses on what business value or opportunity
exists, That should include specific visibility
that enables CISOs to present quantitative insight
into their IT estate, security profile and culture,
aligned to business risk, impact and opportunity.

Tone is crucial though. CISOs with a technical
background may be more accustomed to talking
in those terms; but adding the language of the
boardroom will tell the story of cybersecurity in
terms of commercial and strategic drivers, rather
than with technical specifications and protocols.

By getting that right, the potential exists for every
function of the business wanting to work more
proactively with cybersecurity. CISOs who tell
their colleagues how they can build safer products
and services that will secure customer trust, while
growing, differentiating, and innovating —and do so
more quickly — will get a warm welcome throughout
the organization.

The views reflected in this article are the views of the author and do not necessarily reflect the views of the global EY organization or its member firms.
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